
IOSR Journal of Mobile Computing & Application (IOSR-JMCA)  

e- ISSN: 2394-0050, P-ISSN: 2394-0042.Volume 13, Issue 5 (Sep. - Oct. 2026), PP 12-15 

www.iosrjournals.org 

DOI: 10.9790/0050-13051215                                       www.iosrjournals.org                                           12 | Page 

Recovery and analysis of deleted email from Google 

Takeout and Microsoft Outlook 
 

Tanushka Yadav1, Dr.Munish Kumar Mishra2, Dr. Lav Kesharwani3, Dr. Suchit 

Ashish John4, Abhinav Anand5  
1M.Sc (Forensic Science )Student,Department of Forensic Science, SHUATS,Prayagraj-211007,U.P.,India 

2Professor, Department of Forensic Science, SHUATS,Prayagraj-211007 U.P.,India 
3Professor, Department of Forensic Science, SHUATS,Prayagraj-211007 U.P.,India 

4Professor and Head, Department of Forensic Science, SHUATS,Prayagraj-211007 U.P.,India 
5Digital Forensic Analyst,Cyint Technologies,New Delhi -110020,India 

 

Abstract  

Email communication represents an important source of digital evidence because email messages may contain 

message content, headers, timestamps, sender and recipient information, attachments, and other metadata. 

Deletion of a message from a user interface does not necessarily mean that all corresponding artifacts have been 

removed from locally stored or exported mailbox data. This study presents a comparative forensic examination of 

deleted email artifacts from Google Takeout and Microsoft Outlook using SysTools Viewer. Sample email 

communications were prepared and selected messages were deleted. Gmail data were acquired through Google 

Takeout and examined in MBOX format, while Microsoft Outlook data were synchronized locally and examined 

in OST format. The resulting mailbox files were loaded into SysTools Viewer for examination of mailbox structure, 

deleted messages, headers, metadata, attachments, timestamps, sender and recipient information, and message 

content. Four sample emails were deleted in the experimental work and all four were reported as recovered. Both 

platforms provided recoverable forensic artifacts, although differences were observed in acquisition method, 

storage format, mailbox organization, and platform-specific metadata. Outlook provided additional artifacts such 

as CC/BCC information, read/unread status, message size, and native folder hierarchy, whereas Google Takeout 

provided an exported Gmail archive in MBOX format. The findings demonstrate a practical workflow for 

examining email evidence across cloud-exported and locally synchronised mailbox environments, emphasising 

that recoverability depends on the mailbox state, the timing of export or synchronisation, and the deletion process.                                                                                                                 
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I. Introduction 
Email is one of the most widely used forms of digital communication and is used in personal, academic, 

business, governmental, and legal environments. An email contains more than visible message text: headers, 

timestamps, sender and recipient information, routing information, attachments, and other metadata can provide 

evidence about communication events. Because of this combination of content and technical information, email 

is an important source of digital evidence in cybercrime and other investigations.Email forensics focuses on the 

identification, acquisition, preservation, recovery, examination, and interpretation of email-related evidence. 

Previous research has examined email headers, deleted messages, mailbox formats, forensic tools, visualization, 

automated analysis, and the use of email evidence in investigations.(Fagalde2006) examined recovery of deleted 

Outlook messages and PST data, while (Tiwari et al.2011) described a systematic approach to email evidence 

involving acquisition, preservation, recovery, analysis, and presentation. (Banday2011) emphasized header and 

metadata analysis, including correlation with server and network records. (Devendran et al.2015) comparatively 

evaluated email forensic tools and highlighted that different tools provide different strengths.Despite this body of 

work, a practical comparison of deleted-email artifacts from a cloud-export mechanism and a locally synchronized 

desktop mailbox, examined with the same software workflow, remains useful. Google Takeout exports Gmail data 

as MBOX archives, whereas Microsoft Outlook can maintain locally synchronized mailbox information in OST 

files. These different acquisition and storage environments may influence which artifacts remain available for 

forensic examination.The present study therefore investigates the recovery and analysis of deleted email artifacts 

from Google Takeout and Microsoft Outlook using SysTools Viewer. The study specifically compares the two 

environments with respect to acquisition, storage format, recoverability, mailbox structure, metadata, attachments, 

and other forensic artifacts. 
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II.  Material And Methods 
The experiment was conducted in a controlled environment using a Windows 11 personal laptop with 8 

GB RAM and approximately 447 GB of available SSD storage, together with a stable Internet connection. The 

software resources were Microsoft Outlook, Google Takeout, and SysTools Viewer for OST/PST and MBOX 

examination. Sample email accounts were used with prior consent of the account holders, and test emails included 

normal messages, messages containing attachments,and deleted messages..Microsoft Outlook was configured 

with the experimental email account and synchronized so that mailbox folders were available locally. The account 

settings and synchronization options were checked, and the mailbox was allowed to complete synchronization. 

The Outlook data-file location was identified and the local mailbox data were copied to a separate working folder. 

The resulting OST data were opened in SysTools OST Viewer, which processed the mailbox and displayed folders 

and available email records for examination.The experimental Google account was accessed and Google Takeout 

was opened. Mail data were selected for export and an export archive was requested. After the export was made 

available, the downloaded ZIP archive was extracted and the mailbox data were located. The MBOX file was then 

loaded into SysTools MBOX Viewer and processed for examination. The mailbox structure, messages,metadata, 

attachments, and deleted-message records were inspected.Forensic Examination includes identification of the 

mailbox file type (MBOX or OST),Loading of the working copy into the appropriate SysTools Viewer, 

Examination of mailbox and folder structure,dentification of deleted or recoverable email records,Examination of 

sender and recipient information, subject, date/time, Message-ID, headers, and other metadata and Examination 

of attachments and their associated messages.Comparison of artifacts available from Google Takeout and 

Microsoft Outlook. 

 

III. Results 
Google Takeout produced Gmail data in MBOX format. The MBOX file was successfully opened in 

SysTools MBOX Viewer and the mailbox structure was displayed. The examination showed that the exported 

archive retained email records available at the time of export. Recovered records included sender and recipient 

addresses, subject, transmission date and time, message body, message identifiers, labels/folders, and attachments. 

In the experimental work, four sample emails were deleted and all four deleted emails were reported as recovered 

While Microsoft Outlook generated a locally synchronized OST mailbox. SysTools OST Viewer recognised the 

mailbox and displayed folders including Inbox, Sent Items, Deleted Items, Drafts, and Archive. Recovered 

information included sender, recipient, CC/BCC, subject, message body, date and time, attachment information, 

message size, and read/unread status. These artifacts provided additional information for reconstructing mailbox 

activity and communication history. 

 

Table no.1 Recovered Email Artifacts From Google Takeout and Microsoft Outlook 
Artifact Google Takeout Microsoft Outlook 

   

Sender information Available Available 

Recipient information Available Available 

Subject Available Available 

Date and time Available Available 

Email header Available Available 

Attachments Available Available 

Folder information Available Available 

Message status Available Available 

CC/BCC Limited  Available 

Read/unread status Not available Available 

Message size Limited  Available 

 

Metadata examination identified sender address, recipient address, date, time, subject, and Message-ID 

in both environments. It records examination of CC/BCC, attachment names, and file size. These metadata 

elements assist in reconstructing communication sequences and linking messages to participants. Timestamps 

provide a basis for chronological reconstruction,while sender and recipient fields support identification of 

communication relationships.SysTools Viewer displayed attachments associated with recovered messages.It 

records PDF documents, JPEG and PNG images, and text documents among the attachment formats examined. 

Attachment names, sizes, and their association with the corresponding messages remained available for 

examination. 
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Table no. 2 Comparative Analysis Of Google Takeout and Microsoft Outlook 
Parameter Google Takeout Microsoft Outlook Forensic Interpretation 

Data Source Cloud Gmail Export Local Outlook Mailbox Different acquisition methods 

Storage Format MBOX OST/PST Different forensic file formats 

Data Acquisition Manual export Automatic synchronization Outlook provides quicker acquisition 

Deleted Email 

Recovery 

Recoverable only if 

included in export 

Recoverable from OST/PST 

depending on deletion status 

Outlook offers greater recovery 

potential 

Email Headers Available Available Useful for sender verification and 
routing analysis 

Sender/Recipient 

Details 

Available Available Supports communication 

reconstruction 

CC/BCC 
Information 

Limited Available Outlook provides more complete 
metadata 

Attachments Preserved Preserved Both maintain evidential attachments 

Folder Structure Gmail Labels Native Outlook Folders Outlook preserves mailbox hierarchy 

Read/Unread Status Not available Available Indicates user interaction with 

messages 

Message Size Limited Available Additional evidential value in 
Outlook 

Keyword Search Through Viewer Through Viewer Both support forensic searching 

Evidence Integrity Read-only analysis Read-only analysis Original files remain unchanged 

Overall Forensic 
Value 

Good Excellent Outlook provides more 
comprehensive artifacts 

 

The comparison demonstrates that both platforms can provide useful forensic artifacts, but their 

acquisition and storage architectures are different. Google Takeout provides an exported snapshot of Gmail data 

in MBOX form, whereas Outlook provides a locally synchronized mailbox database in OST format.it indicate that 

Outlook supplied a broader set of platform-specific artifacts, including CC/BCC information, read/unread status, 

message size, and native folder hierarchy. Google Takeout nevertheless provided a useful export mechanism for 

preserving Gmail data for examination. Recoverability should not be interpreted as guaranteed: it depends on 

whether the relevant information remained in the exported or synchronized data and on the timing and manner of 

deletion. 

 

IV. Discussion 
The results support the established forensic principle that deletion from a user-facing email interface does 

not necessarily eliminate every residual artifact from associated storage. The present study recovered deleted email 

records from both examined environments and identified metadata and attachments that could assist in 

reconstructing communication events. This finding is consistent with (Fagalde 2006),described recoverable 

Outlook email information, and with (Tiwari et al.2011),emphasized systematic recovery and analysis of email 

evidence.The importance of metadata observed in this study is consistent with (Banday 2011) and (Nurse et 

al.2015),emphasized the forensic value of headers and technical email information. Sender and recipient 

information and timestamps in the present study supported reconstruction of communication history, while 

message identifiers and attachment information added further evidential context.The use of SysTools Viewer 

differs from studies that compared multiple forensic suites. (Devendran et al.2015), for example, showed that 

different forensic tools have different strengths and limitations. The present study does not establish that SysTools 

Viewer is superior to FTK, EnCase, MailXaminer, Aid4Mail, or other forensic suites. Instead, it demonstrates that 

the selected viewer was capable of examining the particular MBOX and OST datasets generated in this 

experiment. This distinction is important because a viewer should not be presented as a substitute for a complete 

forensic acquisition suite.The comparative platform analysis is relevant to the cloud-versus-local evidence 

problem identified in earlier email forensic research. Google Takeout requires an export operation and therefore 

reflects data available through that export, whereas Outlook's OST reflects synchronized local mailbox 

information. Consequently, an investigator should consider both the source platform and the acquisition state 

when interpreting whether an email can be recovered. 

 

V. Conclusion 
This study demonstrates a practical approach for the forensic recovery and examination of deleted email 

artifacts from Google Takeout and Microsoft Outlook using SysTools Viewer. Gmail data were exported in MBOX 

format and Outlook data were examined in OST format. In the experimental work, four sample deleted emails 

were reported as successfully recovered. Both environments preserved useful forensic information including 
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sender and recipient details, subjects, timestamps, headers, message identifiers, attachments, and mailbox 

organization.The comparison showed that the two platforms differ in acquisition method and storage architecture 

and that Outlook provided additional platform-specific artifacts such as CC/BCC information, read/unread status, 

message size, and native folder hierarchy. The findings also indicate that deleted-email recovery is condition-

dependent and should be interpreted in relation to export timing, synchronization status, storage format, and 

deletion method. The contribution of the present work is therefore not the development of a new forensic tool, but 

the practical comparative examination of two email environments through a consistent forensic workflow. 
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