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Abstract

This paper evaluated automated internal control systems in mitigating billing fraud in Connecticut private
healthcare organizations. Widespread upcoding, unbundling, and phantom billing create severe financial risks,
which are further aggravated by strict Connecticut False Claims Act penalties. Fraud Diamond Theory served as
the theoretical roadmap for this review. Using thematic synthesis within a qualitative, non-empirical framework,
this study analyzed healthcare literature from 2019 to 2026. The review showed that while advanced platforms
offer significant protection, their actual success depends on deep architectural integration. Specifically, natural
language processing stops upcoding, graph analytics catch unbundling, and pattern recognition blocks
phantom billing spikes. Yet severe barriers remain: payer downcoding cuts off stable data, and credential
breaches ruin foundational baselines. It was concluded that automated controls are vital safeguards, but
external algorithmic friction and cybersecurity flaws heavily limit their impact. The study recommended using
APIs and FHIR protocols to eliminate data fragmentation. Additionally, providers must embed pre-submission
checks into workflows, strengthen authentication, and back legislative reforms that require human reviews to
stop arbitrary downcoding.
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I. Introduction

Medical billing is complex, opaque, and highly susceptible to errors and fraud. US healthcare
providers navigate a fragmented system of intricate ICD and CPT coding frameworks that require precise
documentation. This complexity creates severe friction, causing frequent denials, high overhead costs, and
patient financial strain (Adeleke, 2023; Devin & Erin, 2024). Market consolidation has placed Connecticut's
acute care hospitals under massive administrative systems. Despite generating over $669 million in 2024
profits, these networks operate within opaque financial structures. To protect margins amid pricing talks and
$8.3 billion in cuts from the HR-1 Act, these networks process massive transaction volumes across decentralized
platforms. This structural complexity and financial strain leave fast-paced billing workflows highly vulnerable to
internal gaps, errors, and systematic manipulation such as billing fraud (Corwin et al., 2024; CT Healthcare
Explained, 2026; Yup & Liu, 2023).

Billing fraud from upcoding, phantom billing, and unbundling causes over $67 billion in annual U.S.
losses. These practices trigger severe penalties, drain reserves, inflate premiums, compromise care quality, and
erode trust in the healthcare system. Traditional reviews and static rules fail because they are slow, error-
susceptible, and easily bypassed by sophisticated, high-volume fraud (Azad & William, 2024). Local task force
audits exposed at least $43.4 million in deceptive healthcare billings across 260 separate investigations over a
recent five-year period. This local issue mirrors a federal crisis; the HHS Office of the Inspector General noted
nationwide fraud recoveries hit $961 million in fiscal year 2024, driven by intricate upcoding, kickbacks, and
phantom billing (Fitch, 2025; Hughes, 2026).

Historically, internal controls relied on retrospective manual audits and random sampling. These
traditional, rigid, and manual frameworks lack the scalability and precision required for effective local detection.
Human checks are error-prone, while static filters trigger frequent false alarms and miss changing deception
tactics. Additionally, delayed external reviews catch deceptive practices only after funds have already been paid
out. This operational gap is highly vulnerable to advanced schemes like upcoding, unbundling comprehensive
procedures, repeating slightly modified claims, and phantom billing for unrendered care. As fraudsters
increasingly blend deceptive and genuine transactions across complex coding (CPT and ICD) lifecycles,
conventional filters collapse under volume, highlighting a pressing need for adaptive technological safeguards
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(Azad & William, 2024; Kuncara, 2022).

To meet shifting patient expectations and ensure strict compliance with federal and state regulations,
Connecticut’s private healthcare providers are adopting advanced IT infrastructures. Top networks such as
Hartford Healthcare and New Haven Yale Health embed automated safeguards directly into EHR environments.
Utilizing Al and real-time analytics, these systems shift internal controls from reactive auditing to a
preventative shield. This modernization optimizes workflows and cuts overhead while fixing data vulnerabilities,
which is vital for blocking billing errors before submission (Charles IT, 2024). Nevertheless, a major
contradiction persists: despite massive IT spending by regional hospital networks, a devastating data breach hit
5.5 million people as advanced fraud tactics continue to outpace existing defenses. This flaw remains because
modern attackers bypass perimeter defenses by using malware to steal valid credentials directly from user
endpoints. Additionally, over-sensitive filters cause alert fatigue, leading staff to overlook automated warnings
without proper review and leaving valuable data exposed (Alder, 2025; Olsen, 2025; Sentrybay, 2025).

Thus, there was a pressing demand for a thorough conceptual evaluation of these automated internal control
frameworks. This paper therefore assessed the structure, efficacy, and operational limits of automated controls
in blocking upcoding, unbundling, and phantom billing within Connecticut's private healthcare sector. It offers a
practical framework for balancing automated oversight with expert human management.

L. Therefore, the two specific objectives of this review were to: evaluate automated internal control
systems in mitigating billing fraud (upcoding, unbundling, and phantom billing) in Connecticut private healthcare
organizations; and

2. The obstacles affecting the use of automated internal control systems in mitigating billing fraud in
Connecticut private healthcare organizations.

II.  Literature Review Theoretical Underpinning Fraud Triangle Theory

The Fraud Diamond Theory expanded Donald Cressey’s classic 1953 Fraud Triangle to better explain
complex corporate non-compliance. Retaining pressure, opportunity, and rationalization, the Fraud Diamond
adds a fourth element: capability. This paradigm argues that even with motivation, opportunity, and
rationalization, fraud cannot occur without the specific placement, traits, and technical skills needed to execute
and conceal the scheme. Scholars argue individual psychology alone cannot explain systemic fraud; the Fraud
Diamond must combine with institutional frameworks to understand how digital networks and corporate
structures are subverted (Abdullahi & Mansor, 2015; Wolfe & Hermanson, 2004).

Applied to automated controls in Connecticut's private healthcare, this four-part model reveals how
high-tech defenses can accidentally widen systemic risk. In Connecticut’s private care sector, “pressure” appears
as intense margin compression driven by complex payer metrics and rigid corporate revenue goals. Concurrently,
opportunity is expanded by the technical limitations of expensive ERP and EHR setups at major networks.
Isolated data systems and decentralized billing units create structural blind spots, allowing deceptive split-billing
to pass undetected. Too many static metrics trigger endless false alarms, burning out compliance teams. This
operational strain turns deep investigation into a mindless checklist, making the safeguard easy to exploit.

Adding “capability” redefines how controls are bypassed, tying it directly to how people justify fraud. In
automated clinics, fraudsters dodge blame by blaming fake billing on software glitches. Inflating medical codes
is often defended as a necessary evil to fight insurance delays and keep clinics funded. Bypassing automated
controls is not just about luck; it requires high-level technical skills (Benson et al., 2024; Wolfe & Hermanson,
2004). The operative requires advanced skills to manipulate medical record coding, exploit system credentials,
and evade hardcoded security triggers without altering the network's normal activity pattern.
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Figure 2.1: Fraud Diamond Theory for Automated Internal Control Systems in Mitigating Billing Fraud in
Connecticut Private Healthcare Organizations (Source: Author’s Illustration)

Conceptual Clarifications

Private Healthcare Organizations

Private healthcare boosts medical access, quality, and efficiency. Private clinics absorb patient volume,
freeing up public funds for vulnerable and remote communities. This competitive push forces medical systems to
improve while driving public-private alliances to rebuild lagging infrastructure (Wang et al., 2023). The US
private healthcare market operates independently, free from government funding and strict state rules. Funded
by corporate plans, private insurance, and cash out-of-pocket, this network includes various commercial and
non-profit clinics and hospitals (WorldClinic Team, 2025). Operating on standard market principles, this
network features independent doctors and clinics providing fee-based medical care. Funded by insurance or cash,
these clinics compete on speed and innovation. It costs patients more but cuts state spending and lowers local
taxes (Belliveau, 2023).

Mitigating Billing Fraud

US medical billing fraud usually involves upcoding, unbundling, double billing, or charging for
phantom services. Through upcoding, providers overbill for expensive procedures, a common issue in for-profit
centers using Medicare's Prospective Payment System (PPS). Unbundling splits single procedures into separate
bills, while double billing duplicates charges. Phantom billing invoices for entire fake care or gear through shell
storefronts (Azad & William, 2024; Laursen, 2013). Stopping billing fraud takes a proactive plan to shield
providers from lawsuits, cash losses, and ruined reputations. To mitigate overbilling and fake claims,
organizations must enforce strict internal checks, conduct audits, and cross-reference claims. Also, training staff
to spot red flags and report them properly ensures compliance, cutting off fraud before it triggers regulatory
fines (Polo, 2026).

Automated Internal Control Systems

Internal controls are executive rules that block fraud, secure assets, and maintain legal and financial
compliance. By dividing manual and automated duties, they ensure no individual manages critical tasks
alone, heavily reducing mistakes and manipulation. Instead of eliminating risk, this adaptive system guides
ethical, informed decisions (Shehu, 2025). Automated internal control systems boost efficiency and catch
billing fraud, satisfying both regulators and stakeholders. Al and big data integration correlates with better profits,
optimized care, and robust asset protection (Ogola et al., 2025). Automated controls use software to monitor
operations continuously with minimal human oversight. Automation bundles application data for total visibility,
spotting fraud risks during system transfers (Farnham, 2022). Automation locks down control loops,
automatically blocks unauthorized users, and eliminates manual errors (SutiSoft, 2025; Rakoma and Associates
Inc, 2023). Combining automated audits with blockchain and Al ensures a transparent trail, letting firms spot and
stop risks in real time (Bello & Orah, 2019; Nwosu et al., 2025).
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II. Methodology

This review uses a thematic review to build a fraud-prevention data model for Connecticut's private
healthcare sector. Rooted in tech and financial informatics, this review evaluates automated control deployment
within regional provider networks and maps its main obstacles. By merging research data, workflow mapping,
and system friction analysis, this method creates a compliant execution roadmap. A systematic search of
PubMed, IEEE, Google Scholar and healthcare provider websites and other online resources identified the
study's core technical and financial metrics. Boolean search strings paired tech terms like “upcoding mitigation”
with regional markers like the Connecticut Office of Health Strategy benchmarks. Focusing on 2019-2026 data,
peer-reviewed literature and regulatory reports on machine learning, NLP, and real-time monitoring tools
designed to tackle healthcare billing fraud were analyzed.

Applying thematic synthesis allowed for mapping of automated billing loops across pre-care, point-of-
care, and post-care cycles, turning data theory into practical hospital workflows. This synthesis shows how real-
time algorithms spot coding errors and unbundling patterns before claims hit private or public payers by moving
from retroactive audits to proactive defense, turning passive compliance checks into immediate fraud prevention.
A socio-technical friction analysis isolated the operational and ethical barriers slowing down automated control
integration. The barriers fall into four distinct areas: algorithmic drift, legacy data silos, compliance risks, and
personnel alert burnout. This assessment balances technical precision with real-world clinic constraints, creating
a blueprint for executives to deploy automation while meeting Connecticut's cost and equity benchmarks.

Automated Internal Control Systems in Mitigating Billing Fraud (Upcoding, Unbundling, and Phantom
Billing) in Connecticut Private Healthcare Organization

Curbing chronic billing errors protects the structural and financial health of Connecticut's private
medical market. Automated systems such as autonomous medical coding platforms, graph analytics, and real-
time anomaly detection are crucial for shielding corporate margins from sophisticated overbilling tricks (Azad
& William, 2024; Connecticut Medical Billing Company, 2026; Nasser, 2025). Improper billing in
Connecticut's private sector reflects deep flaws in EHR setups and decentralized revenue tracks rather than
isolated typing mistakes (Cummings, 2026; Reveloop Insights, 2026).

Accumulated billing fraud—Ilike upcoding and kickbacks—Ieaves regional providers facing ruinous
financial clawbacks down the road. The Connecticut False Claims Act threatens clinics with triple damages and
fines up to $11,000 per violation for fraudulent state-funded medical claims (Tong, 2019). Studies prove that
automated systems only catch fraud if their algorithms are deep enough to adapt to regional insurance rules and
existing workflows. Automated controls provide crucial network-wide oversight, bridging data gaps and
monitoring employee actions to keep the system secure. A review of current hospital data highlights four main
themes regarding how automated controls stop billing fraud in Connecticut.

Theme 1: Autonomous Coding Audits for Detecting and Mitigating Upcoding Anomalies

Automated coding systems prevent upcoding risks by ensuring visit complexities and high-level billing
codes are fully backed by documentation. Manual reviews cannot keep up with shifting rules and the massive
volume of charts that human staff must navigate. Automated systems code charts instantly without human help,
matching manual accuracy to protect revenue and unburden clinical staff (Ahima, 2023; Ashok, 2025; Shilpa,
2026). Structured internal controls and audits detects and mitigates billing errors by systematically reviewing
clinical files and codes before final submission. Moving past retroactive spot-checks, this tech reads notes at
scale to match CPT and ICD-10 codes with true provider documentation. These deep audits quickly flag billing
spikes, bad modifier use, or weak notes where the medical story fails to prove care necessity (Agrawal, 2026;
Ashok, 2025; ConnecticutMedbill, 2026; Shilpa, 2026).

Pre-billing audits protect Connecticut clinics by verifying documentation before claims are submitted.
Matching chart data directly with Connecticut modifier rules such as NCCI edits and HUSKY Health catches
inflated codes, mismatched CPT/ICD-10 pairs, and incomplete documentation before submission
(ConnecticutMedbill, 2026). Hartford HealthCare’s partnership with Sift Healthcare proves how Al-driven
auditing can streamline compliance across a major regional network. Using early automated coding validation
and data analytics shifts operations from reactively appealing denials to proactively preventing billing risks before
submission. This integrated workflow unifies clinical, coding, and payment data to continuously analyze both
structured files and written notes. This pre-billing check ensures codes perfectly match the care provided,
building a solid technical defense against upcoding risks and insurer audits (Azad & William, 2024,
Krechevsky, 2026; Sift healthcare, 2026).

Independent clinics in Hartford and Stamford deploy autonomous coding to automatically match
unique ConnectiCare and Anthem billing guidelines. The platform reads physician notes automatically, running
real-time validation across ICD-10, CPT, HCPCS, and DRG codes. By recommending modifiers and spotting
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mismatched codes early, the system acts as an internal audit shield against external insurer clawbacks
(Degapogu, 2026; Medicuity, 2026). Yale New Haven Health’s Center for Health Care Innovation has backed
Arintra to expand its Al autonomous coding platform and secure the hospital's revenue cycle. Working inside the
EHR across 15 specialties, the platform automates medical coding and DRG validation without disrupting
physician workflows. The software reviews charts autonomously to bridge coding gaps, correcting
documentation issues and isolating weak claims early. This system secures revenue at scale, driving a 5%+
revenue increase, cutting pre-A/R days by 64%+, and slashing denials by 43%+ while eliminating upcoding
risks (Arintra, 2026; Raths, 2026).

Connecticut urban practices use regional experts like iMark RCM to manage billing, using advanced
analytics to check medical records against strict state rules. By scrubbing claims and auditing charts upfront, the
system automatically verifies proper modifier use and NCCI bundling compliance. This tech-driven check flags
invalid codes like upcoding or unbundling, stopping revenue leaks and blocking fraud patterns before claims
reach insurers (iMarkRCM, 2026).

To avoid aggressive DSS audits and strict HUSKY rules, Connecticut home health networks match
Electronic Visit Verification (EVV) data directly with Al coding checks. To meet EVV rules, providers must
send standardized visit data through Sandata before submitting bills via the CMAP portal. Using automated
upfront controls, agencies run a three-way check that scans written nurse logs and matches them instantly with
ICD-10 codes. This live check catches ID errors, scheduling gaps, and missing fields to ensure claims
match the actual home visit.

Matching dates, codes, and location data upfront stops fake billing, cuts inflated claims, and blocks costly
insurance clawbacks (Lozada, 2026; The Statewise Team, 2026).

Theme 2: Graph Analytics and Cross-Silo Data Integration for Unbundling Prevention

While upcoding inflates the care level, unbundling fragments a single treatment package by billing each piece
under its own code for a higher payout. Traditional compliance checks fail here because individual line items
look error-free when reviewed one by one. Standard filters miss these common violations, letting clinics
unbundle basic surgery steps or split a single diagnostic series into multiple bills. Because CMS updates
National Correct Coding Initiative (NCCI) code pairs every three months, rigid rules fail to track changing
modifier rules. Using Modifier 59 or X-modifiers as a shortcut to bypass billing filters without documented
clinical proof triggers immediate CO-97 bundling denials. Post-payment reviews of these fragmented claims
trigger intense scrutiny, forcing clinics to face long-term recoupments and False Claims Act liability (Foster,
2025; Zack, 2026).

Administrative fragmentation costs the US healthcare system 15% to 30% of its budget, driving up expenses due
to conflicting insurance guidelines and software formats. To fix these gaps, modern medical networks use graph
analytics and data normalization while upgrading to shared APIs and FHIR (Fast Healthcare Interoperability
Resources) data standards. Using a standard automated layer to pull and route files lets organizations unify
scattered billing and revenue workflows. This centralized tech cuts out repetitive manual steps, letting
compliance algorithms fill data gaps across settings to speed up billing and slash administrative waste (Seixas &
Araujo, 2026; Shryock, 2026).

By teaming up with Sift Healthcare, Hartford HealthCare built a proactive check against unbundling, lowering
billing risks and boosting cash flow across Connecticut. This workflow unifies care notes, billing codes, and
insurance approvals to pull deep insights from both structured and written formats. Unlike old systems that run
reactive spot-checks, this pre-billing setup maps out the entire clinical narrative early in the care process. By
auditing authorizations and care utilization upfront, compliance tools catch coding mistakes, check modifiers,
and ensure related treatments stay bundled (Sift healthcare, 2026).

Yale New Haven Health cuts data friction and compliance risks by using a cloud-ready platform built on a
unified data lake and AI multi-agent systems. By moving from old data silos to a flexible, distributed setup, the
system easily unifies massive patient files and billing records from across the network. Unlike old accounting
filters that check single lines on their own, this multi-agent setup coordinates specialized Al tools—like
Context, Lab, and Vitals Agents—to read written doctor notes and structured metrics together. Routing these
mixed data streams through a central Integration Agent lets the system map out the full patient journey, ensuring
related treatments are grouped into correct billing bundles (Dow, 2022).

Theme 3: Continuous Pattern Recognition and Behavioral Baselines for Stopping Phantom Billing
Phantom billing is one of the worst types of healthcare fraud, where clinics send fake invoices for

medical treatments, procedures, or equipment that patients never received (Azad & William, 2024; Setyarini et

al., 2026). To bypass basic security filters, these schemes manipulate patient charts, fake eligibility forms, and
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forge physician signatures systematically. Besides draining cash and wasting public resources, phantom billing
completely destroys the basic trust and good faith needed between doctors and insurance companies (Setyarini
et al., 2025; 2026). To fix this problem, oversight must trade manual checks for automated tech that tracks
ongoing behavioral patterns. By auditing data streams live, these systems spot baseline anomalies, tracking
volume spikes and geographic mismatches to catch fake documents early (Azad & Williams, 2024; Setyarini et
al., 2026).

When phantom billing spikes happen—Ilike a doctor charging for 24+ hours of care in a single day or
ordering treatment while far from the clinic—the automated system blocks the claim. Vendors like Saisystems
Health inject adaptive Al into Connecticut medical software to track behavioral baselines and block fake claims.
Constantly matching current claim speeds against peer baselines allows these behavioral tools to judge the
validity of suspicious transactions. The software intercepts and blocks fake claims before they reach external
clearinghouses, stopping the dishonest manipulation of billing data. By stopping these fraud schemes early, the
tech protects clinics from financial losses and lawsuits, while shielding patients from the dangers of fake
diagnoses (Clements, 2024; Saisystems International, 2026).

The Obstacles affecting the use of Automated Internal Control Systems in Mitigating Billing Fraud in
Connecticut Private Healthcare Organizations

Payer downcoding tools stall internal checks, diverting tech budgets away from preventative software
to manage endless administrative friction. This automated code downgrading breaks internal data integrity,
ruining the historical baselines that machine learning engines need to work. Because months of appeals delay
recovered funds, predictive compliance software lacks the steady transaction data needed to stop actual medical
billing fraud (Sujata, 2026).

Automated insurance downcoding creates massive structural hurdles, ruining the performance of
internal control software in Connecticut's private healthcare sector. Heavy administrative burdens swallow
funds for long legal fights, leaving organizations unable to afford advanced fraud detection tech (Connecticut
Hospital Association, 2026). Credential theft and portal data leaks disrupt internal control software in
Connecticut, corrupting the foundational baseline metrics used to track fraud. Cybersecurity emergencies and
credential resets drain IT budgets, leaving local practices unable to invest in refining predictive algorithms
(Strothers, 2026).

Furthermore, stolen staff logins on state billing networks create a massive roadblock, breaking the
effectiveness of internal control software across Connecticut's private healthcare sector. As clinics rush resources
into emergency password fixes, corrupted data baselines weaken the system's ability to spot billing fraud
(Lambert, 2026). Portal breaches and harvested logins cripple internal control software, stalling efforts to
eliminate billing fraud in Connecticut's private health sector. When hackers use stolen logins to breach the
HUSKY portal, fixing the corrupted data and patching security walls forces clinics to waste resources instead of
preventing fraud (Alder, 2026).

IV.  Conclusion

Automated internal control systems allow Connecticut private healthcare providers to swap traditional
reactive checkups for proactive revenue protection. Properly combining automated coding checks, graph
analytics, and pattern tracking actively neutralizes heavy compliance threats like upcoding, unbundling, and
fake billing. Acting as a critical safeguard, these frameworks insulate local practices from devastating legal
judgments under the False Claims Act, multi-year revenue clawbacks, and clinical missteps that put patient
well-being at risk. Yet, regional systemic flaws heavily cripple how well these local security measures actually
perform. Harsh insurer auto-downcoding triggers endless paperwork battles, halting Al engines and depriving
forecasting models of steady data during prolonged appeals. Exacerbating these dynamics, regional network
hacks and stolen staff logins poison core user metrics with bad data. So, until local health networks defeat unfair
insurer tech and constant hacks, automated safety checks will fail, leaving clinics open to heavy fines and
lawsuits.

Recommendations and Future Directions

To fully unlock automated internal controls and bypass ongoing operational friction within Connecticut's
private healthcare, leaders and lawmakers must focus on these key steps:

1. Embed Pre-Filing Bill Auditing: Clinics must pivot from fighting denied claims reactively to
auditing bills before submission. Embedding NLP-driven coding tools into daily clinical workflows lets providers
check doctor notes against NCCI edits and local HUSKY Health necessity rules instantly. This upfront check
locks in code accuracy, stopping upcoding risks and shielding the practice from Connecticut False Claims Act
lawsuits.

DOI: 10.9790/5933-1705032330 www.iosrjournals.org 28 | Page


https://saisystems.com/health/author/sai_systems/
https://www.ctpublic.org/people/sujata-srinivasan

A Conceptual Evaluation of Automated Internal Control Systems in Mitigating Billing Fraud ..

2. Lobby for Insurer Tech Oversight and Legal Changes: Local medical groups must back laws that
curb unfair, insurer-driven auto-downcoding. Requiring insurers to use real medical records and human
reviewers instead of rigid software overrides will cut down on paperwork battles. Shortening appeals keeps cash
inside local practices, letting them buy predictive compliance tools instead of wasting money fighting denials.

3. Align Unified System Integration: Private medical networks need to abandon data silos, embracing
unified APIs and Fast Healthcare Interoperability Resources (FHIR) transfer frameworks. Connecting scattered
billing software into one layer gives Al the deep, steady data needed to map typical behavior and spot hidden,
multi-line unbundling tricks across clinics.

4. Lock Down Access Credentials and Data Streams: To stop ongoing portal credential hacks, clinics
must require multi-factor authentication, regular password rotations, and automated device tracking. Locking
down clearinghouse and network access stops hackers from slipping fake claims into the billing cycle. This
keeps the transactional data clean, allowing systems to accurately spot sudden billing spikes and ghost claims.
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