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Abstract: Nowadays most of the Accidents on Highways are because of Weak security systems in the vehicles. 

since there is no proper alerting system when the nearby vehicle approaching the ongoing vehicle this leads to 

moreAccidents. This project demonstrates a highway vehicle security system with an alerting signal and Buzzer. 

When any vehicle approaches the rear window of the vehicle it glows a bright LED with buzzer and It will glow 

until the vehicle over takes. And there will be a signal to indicate and gives buzzer for safe highway driving. The 

light automatically emits and gives a buzzer when the approaching vehicle reaches less than the set distance 

and it will alert the driver even during the day , giving additional safety during night and when a vehicle at rest. 
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I. Introduction 
Here we propose an IOT based highway vehicle security monitoring as well as controller system that 

automates highway security system .The system uses Microcontroller based circuit system to monitor. We use 

ultrasonic sensor based security system that provides the safe journey during driving .The system shows current 

densities to help monitor accident conditions on roads. Also the   system provides an option to the controller and 

provides safe journey. This system can provide very user friendly and reliable security system. In the 

contemporary world, urban mobility is one of the unprecedented challenges to be tackled in the administration 

of a big city. This paper analyses the ever growing urban population around the globe and discusses about the 

traffic systems in densely populated cities like Los Angeles and Amsterdam. Further, an advanced traffic 

management system is proposed, implemented using Internet of Things (IOT).So, to overcome this we need a 

safe and secured system to be monitored and that will monitor the entire traffic system 

 

BLOCK DIAGRAM: 

 
Fig 1.Block diagram  Arduino based Highway vehicle system 
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Fig 2. Complete structure of   Arduino based Highway vehicle system 

 
Fig 3 NODE-MCU configuration 

 

Arduino ATMEL 35473D Specifications: 
Microcontroller  ATmega 328P- 8bit AVR family MC 

Operating voltage  5V 

Recommended input voltage  7-12V 

Input voltage limits 6-20V 

Analog input pins 6(A0-A5) 

Digital I/O pins 14(out of which 6 provide PWM output) 

Dc current on 3.3V pin  50Ma 

SRAM 2KB 
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PIN DECRIPTION: 
Power Vin,3.3V,5V,GND 

Reset Reset 

Analog pins A0-A5 

I/O pins Digital pins 0-13 

Serial  0(Rx),1(Tx) 

External Interrupts 2,3 

PWM 3,5,6,9,11 

SPI 10(SS),11(MOSI),12(MISO) and 13(SCK) 

Inbuilt LED 13 

TWI A4(SDA),A5(SCA) 

AREF AREF 

 

Pin Description 

Most LCDs with 1 controller has 14 Pins and LCDs with 2 controller has 16 Pins (two pins are extra in both for 

back-light LED connections). Pin description is shown in the table below. 

 

Pin Configuration table for a 16X2 LCD character display:- 
Pin Number Symbol Function 

1 Vss Ground Terminal 

2 Vcc Positive Supply 

3 Vdd Contrast adjustment 

4 RS Register Select; 0→Instruction Register, 1→Data Register 

5 R/W Read/write Signal; 1→Read, 0→ Write 

6 E Enable; Falling edge 

7 DB0 

Bi-directional data bus, data transfer is performed once, thru DB0 to DB7, in the case of interface 

data length is 8-bits; and twice, through DB4 to DB7 in the case of interface data length is 4-bits. 
Upper four bits first then lower four bits. 

8 DB1 

9 DB2 

10 DB3 

11 DB4 

12 DB5 

13 DB6 

14 DB7 

15 LED-(K) Back light LED cathode terminal 

16 LED+(A) Back Light LED anode terminal 
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Fig 4. Flow chart of arduino based Highway vehicle security system 

 

This is High sensitivity, Fastresponse and Automaticoperation, performance is stable and long-life,this 

is specifically Simple drive circuit, Efficient vehicle control when sensors detect and low-costdesign., power 

consumption is very less, Easily operable. 

System is complex, in some places where there is no provision of GSM networks which isdifficult, if 

the hardware destroys when the accident occur the communication is difficult. 

 

II. Conclusion 
This paper titled “ARDUINO BASED HIGH WAY VEHICLE SECURITY SYSTEM” was designed 

to help a Friendly hardware interaction for the user .In the proposed system we can monitor Status of LDRS and 

ultrasonic sensor which alerts the user for safe driving and helps to reach their destination safely.This scheme is 

very supportive to the society to control the traffic efficiently,economical  and reduces accidents on highways.  
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Fig 5 HVSS KIT BEFORE ON 

 

 
Fig 6 HVSS CKT WITH ALARM 1 DISTANCE<10CM 
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Fig 7 HVSS CKT WITH ALARM 2 DISTANCE <20CM 

 

 
Fig 8 HVSS CKT WITH ALARM 3 <30CM 

 

III. Future Scope 
We can invoke the technology, so that tracking the person can be done effectively with low cost and we 

can achieve the task of automatically over riding the signals perfectly. By using IOT technology we can develop 

our country and also reduces the risk of accidents and make the society accident free and monitors the whole 

traffic system smoothly. 

 

Reference 
[1]. Roshan Duraisamy, Zoran Salcic, Maurizio Adriano, and Miguel Morales-Sandoval, “Supporting Symmetric 128-bit AES in 

Networked Embedded Systems: An Elliptic Curve Key Establishment Protocol-onChip,” University of Auckland, University of 

Rome, National Institute for Astrophysics, Optics and Electronics, 2006.  

[2]. Chenxi Zhang, Rongxing Lu, Xiaodong Lin, Pin-Han Ho, and Xuemin (Sherman) Shen, “An Efficient Identity-based Batch 
Verification Scheme for Vehicular Sensor Networks,” University of Waterloo, 2008.  

[3]. Yi Qian, Kejie Lu, and Nader Moayeri introduced paper, “Performance Evaluation of Secure MAC protocol For Vehicular 

Networks,” National Institute of Standards and Technology, University of Puerto Rico, 2008. 



Arduino Based High Way Vehicle Security System 

DOI: 10.9790/1676-1502010107                              www.iosrjournals.org                                                  7 | Page 

[4]. U.S Department of Transportation, National Highway Traffic Safety Administration, "Vehicle Safety Communications Project; 

Task 3 Final Report; Identify Intelligent Vehicle Safety Applications Enabled by DSRC," Notional Technical information service 

(22161), Virginia, March 2005. 
[5]. William Stallings, “Cryptography and Network Security Principle and practices,” New Jersey, NJ: Pearson Prentice Hall, 2010. 

[6]. Paret, D. and Riesco, R., "Multiplexed Networks for Embedded Systems: CAN, LIN, FlexRay, Safe-by-Wire," SAE International, 

June 20, 2007. 
[7]. The NGTP, “Next Generation Telematics Pattern,” October 2010. Available: http://telematicsnews.info/2010/10/24/bmw-

announcesngtp-20-next-generation-telematics-pattern_o1241/ 

[8]. Zagar, D. and Grgic, K., “IPv6 security threats and possible solutions,” WAC, July, 2006, pp. 1-7.  
[9]. Zhao, M., Smith, S., and Nicol, D., “Evaluating the Performance Impact of PKI on BGP Security,” PKI Research and Development 

Workshop, Gaithersburg, 2005. 

[10]. Wolf M. and Gendrullis, T., “Design, Implementation, and Evaluation of a Vehicular Hardware Security Module,” ICISC, 2011. 
[11]. Hersteller Initiative Software, “SHE Secure Hardware Extension V1.1,” 2009. Available: http://www.automotive-his.de 

[12]. Hoppe, T., Kiltz, S., and Dittmann, J., “Security Threats to Automotive CAN Networks Practical Examples and Selected Short-

Term Countermeasures,” Computer Safety, Reliability, and Security, 2008. 
[13]. B. A. Forouzan, Cryptography and Network Security. New York, NY: Mc Graw Hill, 2008   

 

BIOGRAPHIES 
Mrs. S. Mani Kuchibhatla. Associate professor EEE department, ACE Engineering college, India. She was born 

in the year 1979 and having 17 years of Teaching Experience. She did her B.Tech from JNTU 

Kakinada, M.Tech from NIT Warangal & pursuing Ph. D from JNTU Kakinada .She has 

several International and National Journal Publications.she is Lifetime member of Indian 

society of Technical Education (ISTE) and also life time member of Indian institute of 

Electronics & Tele-communications (IETE). Her areas of i 

nterests are power quality improvement, Flexible AC Transmission, PLC& SCADA      

 

 

Mr. Dasari  Pavan kumar Student of EEE department,India.He was born in the year 1998.He did inter from NRI 

Junior college Hyderabad,pursuing B.Tech in ACE Engineering College .Actively 

participated in national level workshops .His area of interests  are POWER QUALITY 

,POWER ELECTRONICS  and IOT Projects related to ELECTRICAL ENGINEERING  

 

 

 

 

 

 

Mr.G.sai parkash student of EEE department India.He was born in the year 1998.He did Diploma from 

Govt.Polytechnic Nizambad,Pursuing B.Tech from ACE Enginering college.Actively 

participated in National and state level workshops. Interested in ENGINEERING 

SERVICES ,CONTROL SYSTEMS And MACHINES  

 

 

 

 

 

 

Mr.P.Venkatesh Kumar Student of EEE department India.He was born in the year 1997.He did Diploma from 

JPNCE college Mahabubnagar,pursuing B.Tech from ACE Engineering college.Actively 

participated in National level Workshops.Intersted in CONTROL SYESTMS And POWER 

QUALITY 

 

 

  

 

 

                                                 

K.Samanthaka Mani, etal. “Arduino Based High Way Vehicle Security System.” IOSR Journal 

of Electrical and Electronics Engineering (IOSR-JEEE), 15(2), (2020): pp. 01-07. 

http://telematicsnews.info/2010/10/24/bmw-announcesngtp-20-next-generation-telematics-pattern_o1241/
http://telematicsnews.info/2010/10/24/bmw-announcesngtp-20-next-generation-telematics-pattern_o1241/
http://www.automotive-his.de/

