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Abstract: Use of Internet is increasing day by day. Wi-Fi provides wireless access to the internet but range is
limited to certain meters only. So concept of WiMAX is introduced to increase the range. WiMAX[1] means
worldwide interoperability for microwave access. WiMAX is also known as wireless broadband. The WiMAX
based on IEEE 802.16, has been one of the most important technologies in communication networks providing
voice, data and video services with different type of QoS (Quality of Service) during last few years. The main
purpose of this paper is to see and evaluate the performance of a WiMAX physical layer scenario for various
modulation schemes, in the presence and absence of jammer. The simulator encompasses the blocks that build
the physical layer of IEEE 802.16e. BER results are presented with the presence of jamming under different
digital modulations schemes as well as different antennas. Simulation approach is main concern here. OPNET
MODELER is the software used for the simulation purpose.
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l. Introduction

IEEE 802.16 is the standard for WiMAX. WiMAX is also known as wireless broadband. IEEE
802.16-2004 is known as fixed WiMAX and IEEE 802.16-2005 is known as mobile WiMAX [1]. In
wired networks physical layer threats are not important but in wireless air is used as medium so physical
layer threats comes into picture. In wireless jamming and scrambling are considered as physical layer threats.
Here simulation approach is used to see the performance of the IEEE 802.16-2004 system in jamming
and scrambling environment [8], [10]. By introducing a source of noise strong enough to significantly
reduce the capacity of the WIiMAX channel jamming effect can be achieved. The information and
equipment required to perform jamming are easy to acquire. Theoretically jamming can be resist by
increasing the power of signals or increasing the bandwidth of signals. The practical options include a
more powerful WiMAX transmitter, a high gain WiMAX transmission antenna, or a high gain WiMAX
receiving antenna. It is easy to detect jamming in WiMAX Communications as it can be heard by the
receiving equipment. Law enforcement can also be involved to stop jammers. Since jamming does not pose
a significant impact on both the WIMAX users and systems because it is easy to detect and address.
Scrambling is usually instigated for short intervals of time and is targeted to specific WiMAX frames or
parts of frames [3] [9]. WIMAX scramblers can selectively scramble control or management messages
with the aim of affecting the normal operation of the network. Slots of data traffic belonging to the targeted
SSs can be scrambled selectively, forcing them to retransmit. Noise jamming and multi-carrier jamming are
considered here for simulation approach. Noise jamming is used to jam the particular band of frequencies.
In noise jamming carrier frequency and bandwidth of the targeted system should be known. In multi-
carrier jamming the frequencies of carriers of targeted system should be known. Simulation approach is
easy compare to practical approach. The issues related to practical approach will be described in the later
part.

I1. The Investigated Physical Layer

The primary operation bands of IEEE 802.16-2004 include 10-66 GHz licensed bands,
frequencies below 11GHz and license-exempt frequencies below 11GHz (primarily 5-6 GHz) [1].
According to these operation bands, IEEE 802.16-2004 PHY defines five specifications for different
operation scenarios. Among them, Wireless MAN-OFDM PHY is based on orthogonal frequency-division
multiplexing (OFDM) technology and designed for NLOS operation in the frequency bands below 1GHz. It is
selected to be the air interface of the system under investigation in this paper. At the transmitter side, the
information data first undergoes channel coding composed of randomization, forward error correction
(FEC), and interleaving. Randomizer uses a Linear Feedback Shift Register (LFSR) to scatter long data
strings of zeros or ones. Forward error correction concatenates an outer Reed-Solomon encoder with an
inner rate compatible convolution encoder. FEC helps to correct the errors in subcarriers to a certain
limit. The interleaver takes two permutations to rearrange the subcarriers so that the burst errors are
distributed more uniformly at the demodulation input [2]. After channel coding, data bits are mapped and
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modulated onto the allocated subcarriers by BPSK, 16-QAM and 64-QAM modulation. Subsequently, data
are transmitted by OFDM method. In the receiver side, all the procedures carried out in the transmitter side
are implemented again but in a reverse direction. One OFDM symbol can be divided into two parts in time
domain: the cyclic prefix (CP) time and the useful symbol time. The cyclic prefix locates in the beginning
of the symbol and is a duplication of the tail of the useful symbol, which isintroduced to mitigate the
effect of multipath. In frequency domain, an OFDM symbol is composed of a series of subcarriers. In
Wireless MAN-OFDM PHY, the number of subcarriers is 256. As shown in Fig. 1, three types of subcarriers
can be categorized: 192 data subcarriers carrying payload, 8 pilot subcarriers mainly for channel
estimation, and 56 null subcarriers for guarding purpose. The pilot subcarriers distribute evenly among the
data subcarriers. This is standard symbol in frequency domain.

Dats Stde arvies

Figure 1: OFDM symbol Frequency domain description

Channel estimation is mandatory for the OFDM systems employing coherent detection. Comb type pilot
channel estimation is capable of collecting instant information of the channel and therefore used in this
research. The channel estimation for the payload subcarriers is achieved by interpolation, using the
channel information obtained at the 8 pilot subcarriers.

I11.  Simulation
Simulation can be done in any software but the procedure remains same. For simulation some
parameters are taken from the standard and some parameters are varied to get the appropriate results.
Modulation parameters used in the simulation are listed in the Table.1.

Table 1: Parameters Used in Simulation Algorithm [7]

Modulation Code rate for convolution
coding
BPSK 1/2
QPSK 1/2
QPSK 3/4
16-QAM 1/2
16-QAM 3/4
64-QAM 2/3
64-QAM 3/4

The computer simulation in this paper is generated using OPNET MODELER. . The multipath channel
is simulated as a frequency selective, slow fading channel by snapshot method.
The parameters adopted in the simulation are listed in Table.2[12].

Parameters Standard value for
simulation

Channel bandwidth 20 MHz

Number of carriers 200

CP ratio 1/4

OFDM symbol duration 102 ps

Number of FFT points 256

Sampling factor n 28/25

SNR 20 db

The values of parameters are taken from standards decided by IEEE 802.16. All this values are
considered for the simulation and remains same for number of scenarios. For comparison of scenarios to
be simulated the selection of values is important. Noise jamming and multi-carrier jamming can be
simulated if system bandwidth and carrier bandwidth is known.
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IV. Mathematics Involved
There are several QOS (quality of service) parameters to evaluate the system performance under
jamming. The formula given below is useful to define jamming type.

B, Jammerbandwidth
B, Victimsystembandwidth

Mainly jamming is of basic 2 types. If the ratio BJ/BVS is less than 0.2 jamming is considered to be spot
(narrow band) jamming and if ratio BJ/BVS is greater than 1, barrage ( wide band) jamming [7]. Packet error
rate and signal to jamming ratio is used to evaluate the system performance. system performance can be
evaluate from several other QOS parameters like throughput, delay and traffic related parameters. The packet
error rate can be calculated by the formula given below.[13]

errornouspacket

PER=————— ... (2)
packetsent

Signal to noise ratio is given by the following equation. Here noise power is jamming signal power.

SNR = BRalpoWeEr i (3)

Noisepower

V. Design Of Scenario & Jammer In Opnet Modeler
In this thesis fixed NLOS WiIMAX system is simulated under jamming. Single carrier jamming
scenario is shown in figure 3.
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Figure 3: Scenario used for single carrier jamming.

The transmitter node model of jammer is given in the figure 4.

{5 £ i

tx_gen radio_tx ant_tx

Figure 4: Transmitter node model of jammer.

The tx_gen is processor module which calculates the information that the antenna needs to point
at atarget: latitude, longitude, and altitude coordinates[14]. The pointing processor convert this calculation
by using a Kernel Procedure, a node’s position in a subnet (described by the x position and y position attributes)
into the global coordinates that the antenna requires[14]. The radio_tx is radio transmitter module which
transmits packets to the antenna at 1024 bits/second, using 100 percent of its channel bandwidth[14]. For each
arriving candidate packet, the radio receiver module consults several properties to determine if the packet’s
average bit error rate (BER) is less than a specified threshold. If the BER is low enough, the packet is sent
to the sink and destroyed. The ant_tx is antenna module which models the directional gain of a physical
antenna by referencing its pattern attribute. The antenna uses two different patterns: the isotropic pattern
(which has uniform gain in all directions) and a directional pattern. Antenna pattern editor is also provided
in the software. Antenna pattern is important in the design of jammer. By using this software antenna
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pattern can be designed to utilize power effectively. Introduction to design of jammer is given in this paper.
It is not possible to include step by step procedure. The idea is given here how to design jammer using
opnet modeler

VI. Results
In this paper the scenario as shown in fig 3 has been implemented and jammer is moving toward
subscriber station and then moving away. It is used to build single carrier jamming. The result shown in Fig 5.1
Throughput(packets/sec) for different modulation schemes likeBPSK,64-QAM, 16-QAM. It indicate that bit
error rate is lowest in BPSK and BER is highest in 64-QAM.
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Figure 5.1: Throughput Vs Simulation time

In communication networks, throughput is the average rate of successful message delivery over a
communication channel[16]. Throughput is usually measured in bits/sec or packet/sec. Hence from above Figure
5.2 we can conclude that as BER increases Throughput decreases. Modulation scheme BPSK has the lowest
BER compared to other modulation schemes and therefore it has highest throughput under jamming effect. And
BER of 64-QAM is highest so it has the lowest throughput.
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Figure 6.1: BER Vs Simulation time

DES-1: Isotropic antenna
DES-2: Directional antenna

Figure 6.2: Throughput Vs Simulation time

DES-1: Isotropic antenna
DES-2: Directional antenna

Third result shown in Fig. 6.1 is taken using the same scenario but the antennas used in subscriber stations are
changed to see the impact antennas under jamming. Fig. 6.1 shows the BER vs. simulation time for different

www.iosrjournals.org

11 | Page



Analysis OF Wimax Under Jamming Effect for Various Antennas

antenna used at receiver side under jamming effect. Jammer has isotropic antenna. It shows that direction
antenna performs well under jamming because whenever jammer come in the direction of the antenna then only
it affect the system. Result shows when jammer is out of direction of antenna the BER goes down.

VIl Conclusion
If channel conditions are poor(if channel is not capable to resist jamming effect) then BPSK is used and
if channel quality improves (if channel is capable to resist jamming effect) then 16-QAM or 64-QAM is used.
Directional antenna gives better performance than isotropic antenna. The thesis shows results for fixed NLOS
only. Jamming effect on Mobile NLOS can be simulated by same set of parameters but some
additional parameters related to mobility must be considered. MAC layer threats can be simulated by
considering standard parameters and the work done here provides base for the same.
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