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Abstract: 
The direction of the industry has shifted toward cloud computing, as this technology is now part of most online 

services. Cloud computing provides various advantages, such as cost savings. There are different providers 

available, and users need to select the most suitable ones for their applications. Therefore, it is essential that the 

suppliers align with the consumers' objectives and provide standard evaluation tools to assess the features of 

their services. Nevertheless, the tools provided may not suit the demands of users. Consequently, there should be 

generic evaluation categories to ensure users have some flexibility in deciding on different cloud providers. This 

paper presents a comparison of the evaluation between the two leading providers in cloud computing, AWS and 

Microsoft Azure. The comparison achieved will help users assess which supplier will be most suitable for them. 
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I. Introduction 
The National Institute of Standards and Technology (NIST) provided a concrete definition of cloud 

computing, which the community has accepted as the official definition. Cloud computing is a paradigm where 

users can access the shared resources of the information technology (IT) infrastructure like computing power, 

storage, networking, applications, and associated services on-demand via network connectivity. They can be 

provisioned and retracted easily, with minimal administrative overhead and minimal direct involvement from the 

cloud provider. Flexible, scalable, and efficient use of resources are a number of defining characteristics of this 

model that distinguish it from traditional computing [1]. 

There are three different service models of cloud computing, which are Software as a Service (SaaS), 

Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). 

In the SaaS model, the consumers are provided with the capability of running and using their applications 

on the provider’s infrastructure without managing or controlling the underlying infrastructure, such as servers, 

networks, operating systems, and storage. In PaaS, consumers are provided with more capabilities, such as 

creating an application and deploying it, with control over the deployed applications and some configuration of 

the hosted environment. In IaaS, consumers are provided with more capabilities than in the other two models. 

These capabilities include provisioning networks, processing, storage, and other services [2]. Although consumers 

do not have control over the underlying infrastructure, they have control over deployed applications, operating 

systems, storage, and some limited network configurations such as storage encryption, authentication, and 

firewalls. 

Even though cloud computing services reduce the cost, many concerns come to the surface. These 

concerns are presented in seven categories, each with different attributes [3]. Thus, it is not straightforward for 

these categories to be tested among available providers directly since there are differences between the provider 

models and each of them provides services with different labels. Consequently, there is a need for a method or a 

technique that gives consumers the capability to measure the quality of cloud services and provides potential users 

with the best or better choice of cloud providers. On the other hand, the criteria for selecting service providers are 

different and depend on the applications used and the users. 

This paper provides a comparison between two of the most widely used cloud providers. These cloud 

providers are Amazon Web Service (AWS) and Microsoft Azure. 

The comparison of these providers will be based on the Service Measurement Index (SMI), which 

defines important aspects of cloud providers that need to be investigated to provide an objective opinion on the 

provided platform. The goal of doing this is to provide developers with more information to make an informed 

decision on which provider is the most appropriate for them. 

The remainder of the paper is organized as follows. Section II presents related work. Section III describes 

the evaluation indicators used to compare the cloud providers. The metrics employed are described, and the reason 
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for their inclusion in the comparison is discussed. Section IV provides a comparative evaluation of AWS and 

Microsoft Azure with respect to the measures described in Section III. Section V presents the main findings of 

the study, along with the conclusions, future research directions, and potential improvements to the proposed 

work. 

 

II. Related Work 
Cloud computing is the most popular way to run modern apps because it is flexible, scalable, and cheaper 

than paying for services as they are used. Amazon Web Services (AWS) and Microsoft Azure have been the 

dominant public cloud providers; therefore, a lot of research has been done on their capabilities, performance, 

cost, and quality of service. In [4], cloud-to-user latency was looked at across multiple geographical regions to 

compare the network performance of AWS and Microsoft Azure. It was demonstrated that latency differs 

significantly based on the selected data center region and user location, implying that network performance should 

be considered when selecting a cloud provider. It further concluded that there was no consistent outperformance 

of one provider over the other under all operating conditions, thus highlighting the need for workload-specific 

evaluations. 

A full multivocal literature review on the performance evaluation of Function-as-a-Service (FaaS) 

platforms was presented in [5]. A total of 112 academic and industrial studies were analyzed, and AWS Lambda 

was found to be the most evaluated cloud platform. It was also reported that many benchmarking methodologies 

have limited reproducibility and are heavily dependent on micro-benchmarks rather than realistic application 

workloads. The study in [6] examined the cost-performance efficiency of general-purpose virtual machine 

instances offered by AWS, Microsoft Azure, Google Cloud Platform (GCP), and Oracle Cloud Infrastructure 

(OCI). The results indicated that the processor architecture has a significant effect on system performance, and 

ARM-based instances tend to provide better price-performance ratios across a broad range of workloads. 

The authors presented a study on AWS machine learning deployment services in reference [7]. The 

authors compared Amazon SageMaker, AWS Lambda, and Elastic Container Service (ECS) based on scalability, 

deployment flexibility, and operational cost. The experimental results indicate that there is no single deployment 

service that is optimal for all machine learning applications, and the deployment decision should be based on 

workload characteristics and operational requirements. The research [8] presented a comprehensive comparison 

of AWS and Microsoft Azure by evaluating their storage, networking, security, pricing, and machine learning 

services. In addition to the review of cloud service offerings, a survey was conducted to explore users’ 

preferences. Results showed that Azure is often chosen for machine learning development due to its integration 

with Microsoft’s ecosystem, while AWS provides a wider range of mature cloud services. However, the 

comparison was largely qualitative and not backed up by empirical performance benchmarking. 

The paper [9] investigated the multi-cloud deployment options of microservice-based applications. 

Scalability, deployment efficiency, interoperability, security, and cost reduction were analyzed and compared. 

The results reveal that AWS and Azure offer similar scalability; however, there are differences in resource 

allocation efficiency and deployment management. One study [10] examined cloud-native MLOps solutions from 

AWS, Microsoft Azure, Google Cloud Platform, and Databricks. The study focused on model development, 

deployment automation, lifecycle management, and operational complexity. We found that the selection of a 

platform is mostly determined by the demands of the company, the ecosystem, and operational goals, and not by 

isolated features of performance. 

Deep learning algorithms were presented for cloud service quality prediction in [11]. We accurately 

predicted future Quality of Service (QoS) metrics based on historical cloud performance measurements. The study 

demonstrates the potential of predictive analytics as intelligent decision support for cloud resource selection and 

the growing importance of quantitative cloud quality assessment. The work in [12] examined the portability and 

elastic scalability capability of cloud-native container technologies. We measured AWS Fargate, Azure Container 

Instances, and Google Cloud Run against a typical set of workloads to gauge their startup latency, execution 

dependability, runtime variability, and portability. The results reveal that the runtime behaviour still varies 

significantly, although the uniformity among container-based cloud systems is rising. 

The study referenced in [13] conducted a comparative analysis of serverless pricing strategies. The 

assessment of AWS Lambda vs Azure Functions was based on execution cost and pricing methods. The results 

reveal that there are considerable variances in execution costs with different cloud providers and deployment 

areas. We also observed that the price efficiency is highly workload characteristic- and execution frequency-

dependent. 

There have been extensive comparisons between AWS and Microsoft Azure in previous studies; 

however, there are still several research limitations. First, evaluations have been mostly limited to specific cloud 

services (e.g., serverless computing, virtual machines, container platforms, and machine learning services) instead 

of considering cloud providers as complete ecosystems. Second, qualitative comparisons of features have been 

chosen over standardized empirical performance evaluations. Third, most studies have not incorporated multiple 
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cloud quality metrics such as response time, availability, scalability, reliability, cost efficiency, and resource 

utilization into the Service Measurement Index (SMI) framework. Therefore, this paper presents an empirical 

evaluation of AWS and Microsoft Azure based on the important SMI performance metrics to help developers to 

select the cloud platform that satisfies their technical and operational requirements. 

 

III. Methodology 
This work focuses only on IaaS (AWS) and PaaS (Microsoft Azure). Accordingly, the definition and 

measurement of all metrics in this paper are accomplished regarding IaaS and PaaS service providers. Some 

metrics of the chosen categories are user-dependent, while others are application-dependent. User-dependent 

metrics are defined based on the requirements of users, such as operability and transparency, while application-

dependent metrics are defined based on the requirements of users [14]. The application-dependent metrics can be 

measured directly in the cloud services, while the user-dependent metrics can only be measured by users’ usage 

as well as experience and desires [15], for example, using voting surveys. Because AWS and Microsoft Azure do 

not use the same identifying labels for the same functions as in Table 1, direct comparison is challenging. 

Measuring performance will be different since hardware and software architectures are different [16]. This makes 

the comparison more complicated. 

 

Table 1: Some of the Labeling Functions in Comparison Between AWS and Azure 
AWS Microsoft Azure 

EC2 Virtual Machine 

VPC Virtual Network 

RDS SQL Database 

ELB Traffic Manager 

Route 53 Windows Azure Name Resolution 

EBS/S3 Storage 

Direst Connect ExpressRoute 

IAM with MFA Multi-Factor Authentication 

Security Group End Points 

SNS/SES Service Bus 

EC2ConfigService VM Agent 

SQS/Auto Scaling Scheduler 

CloudWatch/Auto Scale Automation 

 

Table 2: Selected categories with their chosen attributes 
Category Selected Attribute(s) 

1 Agility Elasticity 

2 Assurance Availability 

3 Financial Ongoing cost 

4 Security Security capabilities, access control and privilege management, and physical and environmental security 

 

This work divides metrics into two categories: application-dependent and user-dependent. The latter 

defines user-dependent metrics. It is not an easy task to create a measurement platform to cover all possible 

metrics. Accordingly, this paper focuses on the following chosen categories with selected metrics, as shown in 

Table 2, which are application metrics. In order to make the measurements as simple as possible for users, 

important measurement metrics are selected and clearly defined, which are quantitative metrics; the selected 

categories and the related attributes are closer to each of them. 
 

Agility 

The demand for the usage of an application is not a constant; there will always be a change in the needs 

of the users, which results in either an increase or decrease in demand. The developer must ensure their system 

meets stakeholders' changing needs. This concern is addressed through increasing the resources available for the 

application, also known as the application's scalability. It is defined as the ability for the application to function 

adequately on increasing loads [17]. If the system were to remain constant while increasing the load, it would 

crack under the number of requests, and no one would be able to use the application. 

There are two different types of scaling available for the applications to grow. The first is known as 

vertical scaling or scaling up the application. This is where additional resources are provisioned for the current 

instance the application is running on. Here, it is just improving the capabilities of that instance. The system 

usually is required to be rebooted before these new resources are available to the application. The other type of 

scaling is known as horizontal scaling or scaling out the application. Unlike vertical scaling, where new resources 

are provisioned to the existing instance, horizontal scaling provisions an identical instance, which can be used to 

handle requests for the application. In this case, some sort of load balancer is required to distribute requests for 

the application across all the available instances [18]. An example of horizontal scaling would be launching 

another virtual machine with the same image/snapshot as the first virtual machine. 
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Cloud providers create transparency with the developers while keeping the details of their infrastructure 

to themselves [5]. For example, the user can save data to their servers, but they don’t know which machine 

specifically contains that data. The full automation of cloud infrastructure has led to the rise of a concept known 

as elasticity [19]. This refers to the system’s ability to scale both up and down to meet the current demand. This 

way, extra resources are not provisioned and wasted when server load is minimal. This concept is traditionally 

associated with cloud computing; for this to exist in the traditional sense, there would have to be upfront capital 

costs for the new resources. 

The agility of cloud computing, more specifically its elasticity, is considered to be the reason for its 

sudden growth in the industry. This is due to its ability to meet the application's demand on-the-fly without 

wasting extra resources. As this is an important aspect of cloud computing, it is key that it is a metric that should 

be considered in the decision of any developer when choosing a cloud service provider. The elasticity of the cloud 

providers was taken into consideration for the evaluation, as it is considered to be one of their most important 

aspects. If the application cannot grow in a timely manner, the existing servers that support it may fail or 

negatively impact the experience of current users. This is an undesirable experience for both the developers and 

the users of the application. This means that the time it takes for new resources to be provisioned is the key point 

of interest with regard to the cloud providers’ agility. 

For this metric, the test will be to determine, from the point of time when new resources are requested, 

how long it takes for them to take effect. Some important assumptions were made for testing this metric. Only 

horizontal scaling was considered, as the interest is in how long it takes for the cloud providers to supply the 

available resources for the application. If vertical scaling were to be considered, it would have to include the time 

for the system to reflect these changes, like a reboot. Also, in industry horizontal scaling is more widely used for 

applications than vertical scaling. Another assumption made was that the provisioning time is consistent from the 

provider at varying times. 

 

Assurance 

Assurance is the ability to provide a service that will be working when needed. The most important 

attributes of assurance are the expected availability of the deployed service in the cloud. In public clouds, the 

responsibility for any associated problems with the infrastructure lies with the service provider. Providers are 

responsible for monitoring their resources, for example, servers, in order to be as stable as possible. However, 

there is no guarantee of providing independent availability of instances. In the case of unavailable instances, it 

needs to restart the instances’ related applications on different servers [20]. There are other problems that users 

might face when dealing with cloud services, such as unexpected outages of the service. Such problems should 

be taken into account when dealing with or using cloud services. 

Cloud services’ owners provide two types of support options for users: a free best-effort option offering 

no Service-Level Agreement (SLA), a policy that governs the use of cloud services and guarantees; and premium 

commercial-grade options that provide users with SLA guarantees. In order to be effective, SLA specifications 

need to be designed so that they meet the customers’ requirements at the relevant stage [21]. A meaningful 

approach to compare cloud providers regarding availability assurance can be accomplished by comparing the 

provided terms in SLAs that are offered by each provider as well as checking the outages of each provider in the 

past period of time. The result will give potential customers a hint about the availability of the compared providers, 

and it will make it very clear for customers in choosing the best applicable one for their applications. 

Evaluation of SLAs is a challenging step for users since some cloud sellers try to obtain legal protection 

for their future business. Moreover, most cases offer users fewer assurances. This concludes that, in order to 

protect their future rights, users should be aware of some possible actions that might occur, such as server outages 

and data backups [9]. Providers reserve the right to change SLA terms in accordance with their agreement. 

Additionally, there is an amount of unscheduled monthly downtime acceptable under various SLA levels [22]. 

 

Financial 

The financial aspect (price) is an effective factor that is taken care of by most users. Price evaluation 

alone will not lead to actual differences among the available cloud services because there are variations in the 

provided services and the platforms. Nevertheless, when using the price metric along with other measured metrics, 

pricing will be important, which might affect the choice of the provider. In general, price is a requirement function 

of the used resources, such as memory and CPU. There are two kinds of pricing strategies: package pricing and 

unpackaged pricing. In the first type, a price is charged for each characteristic, for example, charging per 500GB 

of memory and each used CPU. In the second type, price is offered for a predefined plan for some characteristics 

[14]. 

As a result of the increased competition among different providers, online tools have been designed to 

provide comparison measurements, such as CLOUDORADO [23]. However, some of the unused services are 

still included in the provided list, such as EC2 Micro t1.micro, which is not provided by AWS anymore. In 
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addition, without looking for detailed characteristics of the used comparison metrics for each provider, the user 

will not recognize the real differences between the compared platforms. In order to achieve a price evaluation 

between the two chosen cloud providers, the comparison should be conducted with the same configurations for 

both providers or at least with close configurations, such as, for example, 1.7GB RAM in AWS and 1.75GB RAM 

in Microsoft Azure. This, in truth, will give the user a meaningful comparison and show any minor difference so 

that users will make the right decision in choosing the required provider. 

 

Security 

Security is the highest concern of cloud users. To achieve security goals, security measures should be 

available to users in order to measure the security level of the provided services. In fact, there is no application 

that is completely secure [24] . One of the most secure approaches is a combined level of security. However, any 

weakness in any one of these layers can cause a breakdown in security [3]. Users have different levels of visibility 

and control over the underlying infrastructure of cloud models (SaaS, PaaS, IaaS) that they can configure. 

The security responsibilities differ from platform to platform. In IaaS, for example, in AWS EC2 

infrastructure as a service, securing the underlying infrastructure, such as environmental security, virtualization 

security, and physical security, is the responsibility of the provider. The consumer’s responsibility is the security 

of IT systems, which are the deployed instances. This means that the security responsibility of the customers is 

above the hypervisor layer, securing operating systems and applications as well as data. In PaaS, the security is a 

balance between providers and consumers. Securing the platform is related to the provider, while developing 

secure applications is the customer’s mission [3]. 

However, in IaaS, the provider still has significant responsibilities for the provided cloud service 

regarding access to data, such as shared network devices and security devices like firewalls. The provider should 

deliver such security services and management. On the other hand, users should understand the offered security 

services in order to protect their data and applications that are deployed in the cloud. 

Although some cloud vendors provide customers with the related services, including the ability to handle 

data processing with managed security [3], the offered security services knowledge differs among the adopted 

services, such as in IaaS, PaaS, or SaaS. Providing details of such security mechanisms will help users evaluate 

the offered services and realize if they meet their needs or not, or at least exploit the available security services to 

protect their data. The already provisioned security capabilities are different from provider to provider and from 

model to model. In order for consumers to select the best option, they should first know the offered security 

services in detail. Through the literature review, no direct criteria for security comparison have been found. Some 

of the adopted methods are based on users' feedback, such as using surveys. 

In addition to this, some of the provided security services are with different labels, such as Security 

Group in AWS, while it is labelled as Endpoint in Microsoft Azure. Furthermore, the available comparison 

metrics are general, such as checking if the Firewall option is provided or not, while not comparing the entire 

feature details such as in [23]. The best way to achieve an effective comparison is by implementing a direct 

comparison with further details for each feature if there is a difference in the specifications. 

 

IV. Evaluation 
Agility 

The scalability of the cloud provider was measured by determining the time it takes to provision an 

instance from the moment it is requested. This was done through using the cloud provider’s command-line 

interface (CLI). To accurately measure the provision time, software tools had to be developed specifically for 

each cloud provider. This is due to each provider having different APIs used to control their platforms. These 

differences go beyond just different parameters and endpoints. For example, provisioning an instance on 

Microsoft Azure was a synchronous blocking operation where control was not returned until an instance was 

provisioned, which made it trivial to determine the time, whereas Amazon Web Services (AWS) was an 

asynchronous non-blocking operation. This meant that to get accurate provision times for AWS, a polling 

mechanism was required. These details will be elaborated in their respective breakdowns. 

To make a fair comparison between the capabilities of Microsoft Azure and AWS, we needed to consider 

comparable hardware specifications. As Azure and AWS tailor to different cloud models (platform vs. 

infrastructure), it is difficult to impossible to get identical systems on both providers. For the tests on AWS, the 

M3 Medium machine was used, whereas on Azure the Standard D1 was used. Table 3 presents a comparison of 

the specifications. Each of the cloud providers was tested on Ubuntu 14.04 LTS. 

 

Table 3: Agility Platform Test Specifications 
 Microsoft Azure Amazon Web Services 

CPU Type Intel Xeon E5-2660 Intel Xeon E5-2670 

CPUs 1 1 

RAM 3.5 GB 3.75 GB 
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Storage Type SSD SSD 

Storage Amount 50 GB 4 Gb 

 

Manually provisioning new instances in Microsoft Azure through their CLI required the development of 

a template. Azure uses templates to describe all the setup information of the system outside of the machine. 

Examples of information included in this template include resource groups, deployment regions, and access 

control information. The template also specifies the image used if a virtual machine is employed. The image can 

be either a base image like Ubuntu Server or a snapshot of an instance containing everything preconfigured. To 

accurately measure the provision time, timestamps were used upon requesting the instance to be provisioned and 

upon finishing the provisioning. The end was determined when control was returned to the testing suite developed. 

This is because the provision operation is a blocking call, meaning that control is not returned until the resources 

have been provisioned. 

Manually provisioning new instances in AWS through its CLI is more straightforward compared to 

Azure. Setup preferences are passed with the provisioning operation as arguments. These preferences are similar 

to Azure, such as security groups, deployment image, and access control. Unlike Azure, though, the provision 

operation on AWS for a new virtual machine is non-blocking. This means that the timing information would have 

to be acquired differently. AWS records the time that the instance started to be provisioned. This was used, as it 

is more accurate than the starting timestamp, as it removes the latency induced through the network by about a 

second. The time the instance was provisioned was determined through polling for information about the new 

instance. AWS provides states for the instance, which specify when it is being provisioned and when it is running. 

The problem with this polling mechanism is that it introduces a deviation in the result, as it can’t continuously 

check. This deviation is considered to be within a couple of seconds, so it is considered acceptable to achieve a 

closely accurate result. 

With the specified tools and conditions, 100 tests were performed on each of the cloud providers to 

determine the relative provisioning time. Due to network latency, a couple of outliers were removed from the data 

set due to being well beyond the standard deviation of that provider. Table 4 displays the results of the 

provisioning testing. There is a significant difference in provision time between the cloud providers with 

comparable specifications. On average, Microsoft Azure took 3 more minutes to provision a new instance than 

AWS. 

 

Table 4: Agility Platform Test Results 
Provision Time Microsoft Azure Amazon Web Services 

Mean 3.6 Minutes 43 Seconds 

Best Case 3.3 Minutes 49 Seconds 

Worst Case 3.9 Minutes 40 Seconds 

 

Assurance 

In order to provide a meaningful result, the comparison will be achieved in two parts. The first part will 

present directly provided SLAs for the most important services, such as storage and backup, as in Table 5. The 

second part will compare the outages that each provider faced previously and the availability of the chosen 

providers during the implementation part of this paper. The following table shows a comparison of some provided 

SLAs’ terms between AWS and Microsoft Azure. 

 

Table 5: A comparison of provided SLAs’ terms between AWS and Microsoft Azure 
Characteristic AWS Azure 

Provide Service Level Agreement Yes [25] Yes 

Provide a Service Credit for Region Unavailable Yes, EC2 and EBS [15] - 

Active Directory - 99.9% [26] 

API Management - 99.9% [26] 

App Service - 99.95% [26] 

SLA for Mobile Apps - 99.9% [26] 

Backup - 99.9% [26] 

Storage [27] 99.9% (S3) 99.99% 

SQL Database [26] (RDB) 99.9% 99.9% 

VPN Gateway Yes [28] 99.9% [26] 

Cloud services and virtual machines [27] 99.5% 99.5% 

Traffic Manager [27] 100% (Route 53) 99.99% 

CDN [26] 99.9% (CloudFront) 99.9% (CDN) 

 

Early studies reported considerably higher outage frequencies for both cloud providers. For example, in 

2014 AWS EC2 experienced approximately 2.41 hours of downtime (99.9974% availability), whereas Microsoft 

Azure experienced about 39.77 hours of downtime across multiple outages. Similarly, AWS storage services 
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experienced approximately 2.69 hours of downtime compared with 10.97 hours for Azure storage. In 2015, AWS 

recorded approximately 2.5 hours of downtime, while Microsoft Azure experienced approximately 10.8 hours 

[26][27]. Although these results suggested that AWS provided higher availability during that period, they no 

longer represent the current state of cloud computing. Recent studies indicate that both AWS and Microsoft Azure 

have substantially improved their service reliability through multi-region architectures, availability zones, 

automated failover mechanisms, and continuous infrastructure enhancements. Modern outages are typically 

localized to specific regions or services rather than affecting the entire cloud platform, and current research 

emphasizes resilience, fault tolerance, and rapid recovery instead of annual downtime comparisons [29]. The 

availability duration of the two providers in consecutive 30-day periods is shown in Table 6. 

 

Table 6: AWS and Microsoft Azure Availability Comparison in 30 days 
AWS 

Service Name Availability/Month Outages Regions Downtime/Region Total/ hours 

EC2 100% 0 10 - - 

S3 100% 0 10 - - 

Microsoft Azure 

VMs 99.9997% 14 13 16.32 mins 3.54 

Cloud Storage 100% 0 13 - - 

 

Although the two providers offer similar SLAs, detailed specifications differ and are unavailable to the 

public. However, the result will give a general idea to users about what is provided. In addition to the previous 

statistics, this project has not encountered any outages. 

 

Financial 

Pricing comparison is not an easy task since the cost is subject to change based on periodic updates. 

However, the comparison can assist users in choosing the required service based on affordability or desire. In this 

paper, the package price plan is adopted in the evaluation process. 

In order to provide a meaningful price comparison to users and to show the effect of application 

requirements, hosted place, and configuration on the cost [30][31], the comparison procedure will be applied with 

two different criteria on both AWS and Microsoft Azure. In the first comparison, a real-world case is considered 

where the costs are determined to host the solution on each platform. The comparison results can be seen in Tables 

7 and 8. The second comparison looks into the change in prices depending on the region [23] used. In each of the 

assumptions, the selected options are as close as possible for the purpose of comparison, and the specifications 

are chosen as similar as possible in both Windows Azure and AWS. 

 

Comparison 1 

This comparison investigates the cost for deploying a web application with certain requirements. For 

this comparison, the following assumptions are made: 

− SQL Server (On-Demand License Included RDS) database, Enterprise Edition, 2 GB or more of RAM, 2 CPU 

cores 

− 5 servers with 1 CPU and at least 2 GB of RAM 

− Elastic IP addresses 

− The hosted area is in the eastern US. 

 

Table 7: Windows Servers on AWS Assigned Cost 
Chosen Service No. Price/Hour Period/Month Total Cost($) 

Windows with SQL Enterprise (db.r3.2xlarge) 1 $5.810 720 4183.2 

− Memory (GB) 15    

− vCPU 2    

Windows with SQL Web (m4.4xlarge) (for websites) 5 1.844 720 6638.4 

− Memory (GB) 2    

− vCPU 1    

− Elastic IP address (*) 1 0 0 0 

Total 10821.6 

(*) $0.005 per additional Elastic IP address associated with a running instance per hour on a pro rata basis 

 

Table 8: Windows Servers on Microsoft Azure Assigned Cost 
Chosen Service No. Price/Hour Period/Month Total Cost($) 

Windows SQL Server Enterprise (standard) 1 2.225 720 1602 

− Memory (GB) 14    

− vCPU 2    

Windows with SQL Web (basic) (for websites) 5 0.580 720 2088 
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− Memory (GB) 1.75    

− vCPU 1    

Instance-level IP Addresses 1  2.88 2.88 

Total    3690 

 

Comparison 2 

The main goal of this evaluation part is to compare the price in different hosted areas. To achieve this, 

the following assumptions are adopted: 

− vCPU: 1 

− Storage Size (GB): 500 HDD 

− RAM: AWS=3.75GB; Microsoft Azure=3.5GB 

− Transfer Out (GB): 100, GET Requests (KB): 10, PUT Requests (KB): 500 

 

The result of this comparison can be seen in Table 9. 

 

Table 9: Cost comparison between AWS and Microsoft Azure regarding the selected area 
Area Price per month ($) 

AWS Microsoft Azure 

North USA 98.24 75.06 

South USA 163.40 106.56 

Europe 130.56 75.06 

Asia 107.56 72.18 

Australia 126.96 99.36 

 

Security 

The best way to evaluate the security services offered by cloud providers is a direct comparison of their 

security services and tools provided on their platform, which are available to developers. A direct comparison of 

the most important security attributes has been carried out on the two providers, Microsoft Azure and AWS web 

services. The comparison will be focused on the most important security capabilities that are provided by the two 

mentioned providers [32]. In the case of any difference in the provided security features, the difference is 

presented in the comparison as Table 10 shows. This comparison has been accomplished by reviewing most of 

the published documents by each provider and other academic resources. From the comparison result as shown 

in Table 10, it is clear that both providers provide some common security services, such as Firewall service. 

However, the provided security services are not identical, and some of the provided security services are labelled 

differently, such as Security Group in AWS, while it is labelled as Endpoint in Microsoft Azure. 

 

Table 10: Comparison of security between Azure and AWS 
Security Capability AWS Microsoft Azure 

Isolation of Hypervisors [33] Yes Yes 

Firewall [33][34] 

for Inbound and Outbound 

Yes (Security Group) 

SSH, RDP, or HTTP 

Yes (Endpoints only) (**) 

 

Packet filtering [35][33] Yes (firewall) Yes 

API access [35][36] HTTPS within an 

SSL/TLS 

Client certificates 

Data access control( Secret Keys) [35] User access policies A secret key for each user’s 
account access 

Remote access to individual cloud servers (SSH, RDP) 

[34] 

Yes Yes 

VPN access and identity-based access management and 
rules [35][33] 

Yes Yes (dynamic client-based 
VPN access) 

Mutual authentication [35][33] Yes Yes 

Shared Private Cloud network [33][34] Yes(VPC) Yes (only VPN) 

Private IP  [35][36] Yes Yes 

Multiple IP per cloud server [35][36][23] Yes No 

IPv6 [23] No No 

Secure Execution Using IPsec [34] Yes Yes 

VLAN per customer [23] Yes No 

VPN [35][36] Yes Only to create a virtual network 

PCI DSS [35][36] Yes Yes 

FISMA Compliant [23] Yes Yes 

Encrypted storage  [35] Yes Yes 

Resource usage monitoring (CPU, RAM, disc, 

network, ...)   [35][36] 

Yes Yes 

Compliance [36] Yes Yes 

(**) Cannot control internet traffic, does not provide any grouping, and provides VPN gateway capabilities. 
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V. Conclusion And Future Work 
Although there are differences in the provided configurations and performance among the two providers, 

both cloud providers provide comparable performance on similar systems. The evaluation process shows that 

AWS has a significant edge in terms of scalability. Regarding availability, no significant outages were observed 

during the work on this project. This indicates that the availability of both providers is very high. Despite there is 

a similarity between the two providers regarding the offered services, in some instances, Microsoft Azure offers 

a more desirable or lower price, while AWS offers more options at a higher price, which is reflected in the 

performance. This means that the cost is diverging and would be greatly changed when choosing different 

features. 

The two providers provide security tools and configurations, and users need to be aware of the following 

security issues when dealing with any cloud service: which security standard is followed by each provider, 

communication protocols that are used to communicate with other data centers, clear text administration 

protocols, the ability to monitor communication in and out of the cloud as well as within the cloud, the ability for 

end-user devices that can download data from the cloud, and how to configure such provided services. 

For this evaluation, there are more challenges and evaluation criteria that can be addressed in future 

work. For the elasticity measurement, it was applied on a single day throughout the day in a single region. It is 

possible that at different times of day or different days of the week in different regions the provision time could 

vary. One criterion that was not investigated in the study was the usability of the cloud provider. This can be 

considered to be the most important criterion above the functional abilities of the platform, as the developer would 

be more comfortable developing on a platform that is easier to use and well designed. This is a difficult criterion 

to specify in a quantitative manner, as usability is a very qualitative and subjective measurement. 
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