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Abstract: 
There has been unprecedented increase in the number of Distributed Denial of Service (DDoS) attacks and 

network intrusions to the extent that most nodes associated with the IoT are prone to attacks. Dynamics of the 

threat scenario dictate the need to develop effective and accurate intrusion detection systems. With the help of 

the RT-IoT2022 data set, this paper presents a deep evaluation of three machine learning models of intrusion 

detection in IoT. Random Forest (RF), Support Vector Machine (SVM), and Artificial Neural Network (ANN). 

The research involves a careful preprocessing method that incorporates class imbalance handling concepts and 

feature selection based on correlation in order to obtain the best performance of the model. Our experiments 

proved that Random Forest has the best classification performance with 98.98% accuracy as compared to SVM 

with 98.84% and ANN with 98.89% accuracy and it has the least compute complexity with an inference time of 

2ms. Cross validation analysis shows that Random Forest has a better track record in terms of ±0.22 accuracy 

variations as compared to ±5.18 in ANN. Such findings show that Random Forest strikes a better balance between 

capability performance and computational cost on resource limited IoT installations. The study offers specific 

suggestions for the use of intrusion detection systems based on machine learning in edge computing systems. 
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I. Introduction 
The Internet of Things (IoT) refers to interconnected smart devices that communicate through network 

protocols to enable intelligent environments in domains such as healthcare, smart homes, precision agriculture, 

and industrial automation. The rapid expansion of IoT has significantly improved operational efficiency and real-

time monitoring capabilities. However, the resource-constrained nature of IoT devices, including limited memory, 

processing power, and energy capacity, makes them highly vulnerable to cyber-attacks, particularly Distributed 

Denial of Service (DDoS) attacks. With billions of IoT devices expected to be deployed globally, securing these 

networks has become a critical challenge for modern cybersecurity systems [1, 2]. Intrusion Detection Systems 

(IDS) play a vital role in protecting IoT infrastructures by monitoring network traffic and detecting malicious 

activities in real time. Traditional security mechanisms such as firewalls, encryption, and authentication protocols 

are often insufficient against sophisticated and evolving cyber threats [3]. IDS provides an additional security 

layer by analyzing network behavior and identifying abnormal or malicious patterns, thereby ensuring the 

confidentiality, integrity, and availability of IoT systems [4]. However, the increasing complexity of cyber-attacks 

and the large-scale deployment of IoT devices have made conventional IDS approaches less effective, particularly 

in detecting zero-day and large-scale DDoS attacks [5]. Recent advancements in machine learning (ML) and 

artificial intelligence (AI) have significantly improved intrusion detection capabilities. ML-based IDS can 

automatically learn patterns from network traffic and adapt to emerging threats, making them suitable for dynamic 

IoT environments. Deep learning and intelligent anomaly detection techniques further enhance detection accuracy 

by handling high-dimensional data and identifying complex attack patterns that traditional rule-based systems 

cannot detect [6]. Despite these improvements, challenges such as high false positive rates, computational 

overhead, and dataset imbalance remain key issues in designing efficient IDS models for IoT networks. 

Distributed Denial of Service (DDoS) attacks remain one of the most critical threats in IoT environments, as they 

overwhelm network resources using large-scale botnets composed of compromised devices. These attacks disrupt 
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services, degrade system performance, and cause significant economic and operational losses. Therefore, robust 

ML-based IDS models are required to accurately detect and mitigate DDoS attacks while maintaining 

computational efficiency in resource-constrained IoT systems [7]. This study focuses on the comparative 

evaluation of three widely used machine learning classifiers Artificial Neural Networks (ANN), Random Forest 

(RF), and Support Vector Machines (SVM) for IoT intrusion detection using the RT-IoT2022 dataset. The 

objective is to analyze their effectiveness in detecting cyber threats and provide practical recommendations for 

deploying ML-based IDS in real-world IoT environments. 

 

Contributions of the Paper 

This study makes the following key contributions: 

▪ A comprehensive preprocessing and feature selection framework is developed to improve IoT intrusion 

detection performance. 

▪ Three state-of-the-art machine learning models (ANN, RF, and SVM) are implemented and evaluated using the 

RT-IoT2022 dataset. 

▪ Performance comparison is conducted using multiple evaluation metrics, including accuracy, precision, recall, 

F1-score, ROC curves, and confusion matrices. 

▪ Practical recommendations are provided for deploying ML-based IDS with improved computational efficiency 

and reduced false alarm rates in IoT environments. 

The remainder of this paper is organized as follows. Section II presents the background on intrusion 

detection systems and IoT security. Section III describes the methodology, including dataset, preprocessing, and 

model design. Section IV discusses experimental results and performance evaluation. Section V concludes the 

paper and outlines future research directions. 

 

II. Background 
Intrusion Detection Systems and IoT Security 

Intrusion Detection Systems (IDS) play a critical role in securing Internet of Things (IoT) environments 

by monitoring network and system activities to detect malicious behavior and unauthorized access. As IoT devices 

continue to expand across smart cities, healthcare, industrial automation, and critical infrastructure, ensuring 

network security has become a major concern. IDS provides real-time monitoring and threat detection by 

analyzing network traffic, system behavior, and communication patterns to identify potential intrusions and cyber-

attacks [8]. Unlike traditional security mechanisms such as firewalls and encryption, IDS actively detects 

suspicious activities and generates alerts to prevent system compromise. IDS are generally categorized into 

anomaly-based and signature-based detection systems. Anomaly-based IDS establishes a baseline of normal 

network behavior and detects deviations that may indicate malicious activities. This approach is particularly 

useful for identifying zero-day attacks and previously unknown threats because it does not rely on predefined 

attack signatures [9]. However, anomaly-based IDS often suffers from high false positive rates due to dynamic 

network behavior and environmental variations. Signature-based IDS, on the other hand, relies on predefined 

attack patterns and known threat signatures to detect malicious activities. While this approach provides high 

accuracy for known attacks, it fails to detect new and evolving threats and requires continuous updates of signature 

databases. In IoT environments, IDS architecture is typically classified into centralized, distributed, and hybrid 

systems. Centralized IDS provides easy management and monitoring but suffers from single points of failure and 

scalability issues. Distributed IDS improves fault tolerance by deploying detection agents across multiple network 

nodes, while hybrid IDS combines both approaches to achieve improved performance and reliability [10, 11]. 

The integration of IDS in IoT networks is essential to ensure secure communication and protect sensitive data 

from cyber threats. 

 

Machine Learning and Deep Learning for IDS 

Machine learning (ML) has significantly improved the performance of intrusion detection systems by 

enabling automated detection of malicious patterns in network traffic. ML-based IDS analyzes large volumes of 

network data and learns behavioral patterns to classify normal and malicious activities with high accuracy. 

Supervised learning algorithms such as Random Forest (RF), Support Vector Machines (SVM), and Decision 

Trees are widely used due to their strong classification performance and ability to handle structured network 

traffic data [8]. These models rely on labeled datasets to learn attack patterns and provide reliable detection of 

known threats. Unsupervised learning techniques, including clustering and anomaly detection methods, are used 

to identify unknown attacks without requiring labeled data. Hybrid ML approaches combine supervised and 

unsupervised learning to improve detection accuracy and reduce false alarm rates. The integration of ML in IDS 

enables adaptive learning, allowing systems to respond to evolving cyber threats in dynamic IoT environments. 

Deep learning (DL), a subset of machine learning, has further enhanced intrusion detection capabilities by 

automatically extracting complex features from network traffic data. Models such as Convolutional Neural 
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Networks (CNN), Recurrent Neural Networks (RNN), and Long Short-Term Memory (LSTM) networks have 

shown strong performance in detecting cyber-attacks due to their ability to capture spatial and temporal patterns 

in data [12, 13]. CNN models are effective in extracting spatial traffic features, while LSTM and RNN models 

capture sequential and temporal dependencies in network flows. Despite their high detection accuracy, deep 

learning models require large datasets and significant computational resources, making them challenging to 

deploy in resource-constrained IoT environments. Therefore, lightweight ML-based IDS models remain a 

practical solution for real-world IoT security applications. 

 

Network-Based, Host-Based, and Hybrid IDS 

Intrusion detection systems can also be classified based on their deployment into Network-Based IDS 

(NIDS), Host-Based IDS (HIDS), and Hybrid IDS. Network-Based IDS monitors network traffic across 

connected devices to detect malicious communication patterns and abnormal traffic flows. NIDS operates by 

analyzing packet headers, flow statistics, and communication protocols to identify potential threats within 

network infrastructure [14]. This approach is widely used in IoT environments where multiple devices 

communicate across distributed networks. Host-Based IDS focuses on monitoring system-level activities such as 

file access, system calls, application behavior, and operating system interactions. HIDS provides detailed forensic 

analysis and identifies attacks targeting specific host systems by analyzing audit logs and system call patterns 

[15]. This approach enables precise detection of system-level intrusions and provides detailed insights into attack 

behavior. Hybrid IDS combines the capabilities of both NIDS and HIDS to provide comprehensive security 

coverage. By integrating network traffic analysis with host-level monitoring, hybrid IDS improves detection 

accuracy and reduces false positive and false negative rates. The combination of these approaches allows better 

detection of sophisticated cyber-attacks and provides a more reliable security framework for IoT environments 

[16]. 

 

DDoS Attacks in IoT Networks 

Distributed Denial of Service (DDoS) attacks represent one of the most significant threats to IoT 

infrastructures. These attacks aim to overwhelm network resources by generating massive traffic from 

compromised devices, preventing legitimate users from accessing services. IoT devices are particularly 

vulnerable to DDoS attacks due to weak security configurations, limited processing capabilities, and lack of 

standard security protocols [17, 18]. Botnets such as Mirai have demonstrated the devastating impact of IoT-

based DDoS attacks by exploiting vulnerable devices to launch large-scale attacks on critical infrastructure. These 

attacks consume bandwidth, exhaust system resources, and disrupt services, leading to significant operational and 

financial losses. Traditional security mechanisms are often insufficient to mitigate DDoS attacks, highlighting the 

need for intelligent intrusion detection systems capable of detecting high-volume and dynamic attack patterns. 

Machine learning-based IDS provides an effective solution for detecting DDoS attacks by analyzing traffic 

behavior and identifying abnormal traffic spikes. These intelligent models can detect both known and unknown 

attack patterns and adapt to evolving threats, making them suitable for securing IoT networks. 

 

IDS Challenges in IoT and Cloud Environments 

The integration of IoT and cloud computing introduces several challenges for intrusion detection 

systems. IoT devices are resource-constrained and cannot support complex IDS models, requiring lightweight 

and efficient detection mechanisms. Additionally, cloud-based IoT environments involve large-scale distributed 

networks, making real-time monitoring and threat detection more complex [19]. Other challenges include 

encrypted traffic, dynamic network topologies, scalability issues, and heterogeneous device communication. The 

lack of standardization in IoT device manufacturing and data storage further complicates security implementation. 

Privacy concerns, legal regulations, and data protection requirements also impact the deployment of IDS in cloud 

and IoT environments. These challenges highlight the need for efficient and adaptive IDS models that can operate 

under limited computational resources while maintaining high detection accuracy. 
 

Limitations of Signature-Based Detection and Research Gap 

Signature-based intrusion detection systems remain effective in detecting known cyber threats; however, 

they are limited in identifying new and evolving attacks. These systems rely on predefined attack signatures and 

require continuous updates to maintain detection accuracy. As cyber-attacks become more sophisticated and 

polymorphic, signature-based IDS struggles to detect zero-day attacks and adaptive malware [20]. Recent studies, 

including unified IDS frameworks developed using datasets such as UNSW-NB15, have demonstrated improved 

detection performance but still face challenges in handling unknown attacks and IoT-specific threats [21]. This 

limitation highlights the need for machine learning-based IDS models that can adapt to dynamic network 

environments and accurately detect DDoS attacks in IoT systems. Therefore, this study focuses on the 

comparative evaluation of machine learning classifiers, including ANN, Random Forest, and SVM, using the RT-

IoT2022 dataset to develop an efficient and reliable intrusion detection framework for IoT environments. 
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III. Methodology 
Dataset Description 

This study utilizes the RT-IoT2022 dataset obtained from Kaggle, which is a publicly available 

benchmark dataset designed for intrusion detection research in IoT environments. The dataset was collected from 

real IoT network scenarios and contains both normal and malicious traffic, making it suitable for evaluating 

machine learning-based intrusion detection systems. It includes 85 network traffic features that describe 

communication behavior, packet characteristics, and protocol-level information. The dataset contains multiple 

attack categories; however, this study focuses on four major attack types: DOS SYN Hping, MQTT Publish, 

NMAP UDP Scan, and ThingSpeak. These attack types were selected because they frequently occur in real-

world IoT environments and significantly impact network performance and security. The structured nature of the 

dataset enables detailed analysis of network traffic patterns and provides a reliable foundation for evaluating 

classification models. 

 

Exploratory Data Analysis (EDA) 

Exploratory Data Analysis (EDA) was conducted to understand the dataset structure, feature 

relationships, and class distribution before applying machine learning models. EDA helps identify redundant 

features, inconsistencies, and imbalances that may affect model performance. A correlation matrix was generated 

to examine relationships between features and detect multicollinearity. Features with correlation values greater 

than 0.9 were removed to reduce redundancy and improve classification efficiency. Additionally, class 

distribution analysis revealed a significant imbalance among attack categories. Figure 3 illustrates the distribution 

of attack types in the dataset, showing that DOS SYN Hping has the highest number of samples, while other 

attack types have fewer instances. This imbalance motivated the application of downsampling during 

preprocessing to ensure fair model training. A feature correlation heatmap was also generated (Figure 4) to 

visualize relationships between features and guide feature selection. 

 

Preprocessing and Feature Selection 

Data preprocessing and feature selection were performed to enhance model accuracy and reduce 

computational complexity. The following steps were applied: 

• Removal of non-informative and redundant features to reduce dimensionality 

• Standardization of numerical features using StandardScaler to normalize feature values 

• Handling class imbalance using downsampling to ensure equal representation of attack classes 

• Selection of relevant features based on correlation analysis and data distribution 

After preprocessing, the dataset was properly structured and optimized for training machine learning 

models and conducting performance evaluation. 

 

Model Architectures 

Three machine learning models were implemented in this study: Random Forest (RF), Support Vector 

Machine (SVM), and Artificial Neural Network (ANN). 

 

Random Forest: The Random Forest classifier consists of 100 decision trees and uses the entropy criterion for 

optimal feature splitting. This ensemble method improves classification accuracy and reduces overfitting by 

combining multiple decision trees. 

 

Support Vector Machine: The SVM model employs a Radial Basis Function (RBF) kernel to handle nonlinear 

decision boundaries. The regularization parameter C was set to 1, and gamma was configured as scale to optimize 

classification performance. 

 

Artificial Neural Network:  The ANN model consists of a three-layer architecture with 128 neurons in the first 

hidden layer, 64 neurons in the second hidden layer, and a softmax output layer for multiclass classification. ANN 

models are effective in learning complex network traffic patterns and improving intrusion detection performance 

each model was trained using the preprocessed dataset and evaluated using standard classification metrics. 

 

E. Experimental Setup 

The experimental setup was designed to ensure reliable and reproducible results. 

▪ The dataset was divided into 80% training and 20% testing sets 

▪ 5-fold stratified cross-validation was applied to improve generalization 

▪ Hyperparameter tuning was performed for all models to achieve optimal performance 

▪ Grid search was used to optimize Random Forest parameters (n_estimators and max_depth) 

▪ SVM parameters (C and gamma) were optimized using cross-validation 
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▪ ANN utilized dropout regularization (0.2) to reduce overfitting 

▪ Evaluation metrics included Accuracy, Precision, Recall, F1-score, and ROC-AUC 

▪ All experiments were conducted on a system equipped with 16 GB RAM, Intel i7 processor, and NVIDIA 

RTX 3060 GPU, ensuring efficient model training and evaluation. 

Figure 2 presents the overall research workflow, illustrating the data preprocessing, model training, and 

evaluation process. 

 

 
Fig. 2. The flowchart represents the technique of this research approach. 

 

 
 

Fig. 3. Class Distribution of Attack Types  

Fig. 4. Feature Correlation Heatmap 

 

IV. Results And Discussion 
A. Random Forest Decision Mechanism 

The Random Forest (RF) classifier operates by aggregating the predictions of multiple decision trees to 

improve classification accuracy and reduce overfitting. For an input feature vector x, each tree th
 produces a 

class prediction, and the final predicted label 
ŷ

 is obtained through majority voting among all trees: 

1
ˆ mode{ ( )} .T

t ty h == x
                                                                               (1) 
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To support probabilistic evaluation such as ROC-AUC analysis, the Random Forest also estimates class 

membership probabilities. The probability of class k  for a given input x is computed as the proportion of trees 

that classify the input into class k : 

1

1
( ) ( ( ) ),

T

k t

t

p I h k
T =

= =x x

                                                                         (2) 

Where 
( )I 

 represents the indicator function that returns 1 when the condition is true and 0 otherwise. 

Within each decision tree, node splitting is guided by minimizing the Gini impurity, which measures the 

homogeneity of the dataset at each node: 

2

1

Gini( ) 1 ,
K

k

k

D p
=

= −
                                                                                   (2) 

Where kp
 denotes the proportion of samples belonging to class k  in dataset D . This impurity 

reduction strategy ensures that nodes become increasingly pure, contributing to the strong generalization 

capability of the Random Forest classifier. 

 

B. Random Forest Classifier 

The Random Forest classifier achieved the highest classification accuracy of 0.9898, demonstrating 

superior performance in detecting IoT network intrusions. The confusion matrix in Figure 5 shows that most 

traffic instances were correctly classified, with only minimal misclassification across attack categories. 

 

 
Fig. 5. Confusion Matrix- Random Forest 

 
Fig. 6. ROC Curve- Random Forest 

 

This indicates that the model effectively distinguishes between normal and malicious network traffic. 

The ROC curve presented in Figure 6 further confirms the robustness of the RF classifier, with an Area under 

the Curve (AUC) value close to 1.0, indicating excellent class separability and reliable intrusion detection 

performance. The near-perfect ROC curve suggests that the model maintains high sensitivity and specificity 

across different threshold values, making it suitable for real-time intrusion detection environments. 

 

C. Support Vector Machine (SVM) Classifier 

The Support Vector Machine (SVM) classifier achieved an accuracy of 0.9884, performing closely to 

the Random Forest model. The confusion matrix shown in Figure 7 indicates strong classification capability with 

only a small number of misclassified instances, demonstrating the model’s effectiveness in handling IoT intrusion 

detection tasks. 

 

 
Fig. 7. Confusion Matrix- SVM 

 
Fig. 8. ROC Curve- SVM 
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The ROC curve in Figure 8 shows high AUC values across all classes, confirming that SVM can 

effectively separate normal and attack traffic. Despite its strong performance, SVM requires careful parameter 

tuning and higher computational resources due to the kernel-based optimization process, which may limit its 

scalability in large IoT environments. 

 

D. Artificial Neural Network (ANN) Classifier 

The Artificial Neural Network (ANN) classifier achieved an accuracy of 0.9889, demonstrating 

competitive performance compared to RF and SVM. The confusion matrix in Figure 9 shows minimal 

classification errors, indicating that the ANN model successfully captures complex patterns within the IoT traffic 

data. 

 

 
Fig. 9. Confusion Matrix- ANN 

 
Fig. 10. ROC Curve- ANN 

 

The ROC curve presented in Figure 10 further validates the model’s performance, with near-perfect 

AUC values across all classes. This highlights the ANN’s strong ability to learn non-linear relationships and 

generalize well to unseen data. However, neural network models typically require longer training time and more 

computational resources, which may impact real-time deployment in resource-constrained IoT environments. 

 

E. Comparison of Models 

Table I presents the performance comparison of the three classifiers based on accuracy, precision, recall, 

and F1-score. 

 

TABLE I: PERFORMANCE METRICS OF CLASSIFIERS 
Model Accuracy Precision Recall F1-Score 

RF 0.9898 0.99 0.99 0.99 

SVM 0.9884 0.99 0.99 0.99 

ANN 0.9889 0.99 0.99 0.99 

 

The results show that Random Forest achieved the highest accuracy, followed closely by ANN and 

SVM. All models demonstrated strong precision, recall, and F1-score values, confirming their effectiveness in 

IoT intrusion detection. The slight advantage of Random Forest can be attributed to its ensemble learning 

capability, which improves robustness and handles non-linear data efficiently. SVM provides strong classification 

performance but requires higher computational resources and careful kernel tuning. ANN demonstrates strong 

generalization ability but demands longer training time and larger datasets for optimal performance. 

 

Trade-offs and Computational Cost 

▪ Random Forest: Computationally efficient, robust, and suitable for real-time intrusion detection, but less 

interpretable due to ensemble decision-making. 

▪ SVM: Effective for structured datasets but scales poorly with large IoT traffic data and requires intensive 

computation. 

▪ ANN: Provides strong feature learning and generalization but requires longer training time and higher 

computational resources. 

These findings suggest that Random Forest is the most suitable model for real-time IoT intrusion 

detection, while ANN and SVM can be used in scenarios requiring deeper feature learning or advanced 

classification capability. 
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F. Cross-Validation Results 

To evaluate the robustness and generalization ability of the models, 5-fold cross-validation was 

conducted on all classifiers. The cross-validation accuracy across different folds is presented in Figure 11, while 

Table II summarizes the mean accuracy and standard deviation. 

 

 
Fig. 11. Cross-Validation Accuracy across Different Folds for RF, SVM, and ANN 

 

TABLE II: 5-FOLD CROSS-VALIDATION RESULTS 
Model Mean Accuracy Standard Deviation 

Random Forest 0.9914 ±0.0022 

SVM 0.4742 ±0.0017 

ANN 0.9496 ±0.0518 

 

Random Forest Performance 

Random Forest achieved the highest mean accuracy of 99.14% with a very low standard deviation of 

±0.0022, indicating excellent stability and strong generalization across different data folds. This demonstrates 

that RF effectively captures decision boundaries and maintains consistent performance across various subsets of 

the dataset. 

 

SVM Performance 

SVM showed significantly lower performance with a mean accuracy of 47.42%. The low variance 

indicates consistent but poor performance across folds. This may be due to high data dimensionality, lack of 

optimal feature separation, and insufficient hyperparameter tuning, particularly for the C and gamma parameters. 

 

ANN Performance 

The ANN model achieved a mean accuracy of 94.96%, demonstrating strong predictive capability. 

However, the higher standard deviation (±5.18%) suggests performance instability across different folds. This 

variation may result from sensitivity to training data, potential overfitting, and the need for further hyperparameter 

optimization such as activation functions, batch normalization, and optimizer selection. 

Overall, Random Forest proved to be the most stable and accurate model, followed by ANN, while SVM 

underperformed significantly in cross-validation. The results indicate that tree-based ensemble methods are 

more suitable for IoT intrusion detection, as they effectively handle high-dimensional and non-linear traffic 

data. Random Forest is therefore recommended as the primary classifier for IoT intrusion detection due to its high 

accuracy, low variance, and strong generalization performance. 

 

V. Conclusion 
This study demonstrates that machine learning-based Intrusion Detection Systems (IDS) can effectively 

detect cyber threats in IoT networks. Random Forest (RF), Support Vector Machine (SVM), and Artificial Neural 

Networks (ANN) were evaluated using the RT-IoT2022 dataset, and all models achieved high accuracy, with RF 

performing the best overall. While RF achieved the highest accuracy (0.9898), ANN showed stable learning and 

high classification reliability. SVM performed competitively but had higher computational costs. The findings 

suggest that RF is well-suited for real-time deployment, while ANN and SVM could be leveraged in advanced 

security applications requiring deep pattern recognition. 
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Limitations and Future Work:  This study primarily focused on four attack types, and future work would 

include more attack categories to further generalize IDS models. Additionally, real-time testing on IoT edge 

devices could assess the feasibility of deploying ML-based IDS in production environments. Exploring hybrid 

deep learning models (e.g., CNN-LSTMs) could also improve long-term IoT security solutions. 
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