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Abstract 
Nowadays, with portable computation equipment becoming extra commonly depended besides incorporated 

through extra sensitive structures such as infrastructure besides armed or regulation implementation. However, 

is being clearer when considering that malware and other types with cyberattacks attack such portable 

structures. Malware has always been an issue regarding any technological advances in the world of software. 

Smartphones and other mobile devices are thus to be expected to face the same problems. In this paper, mobile 

malware detection techniques presented in details. Furthermore, we have stated the recent techniques of mobile 

malware detection. Adding to that, these closest works to the paper objective are compared with respect to the 

based-portal, depended-approach, and significant system’s description points. 
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I. Introduction 
 Android has been developed and designed to be an open-source framework for smartphone apps. 

Android applications used high-level technologies in both software and hardware fields and user data and 

information stored in local and server devices uncovered by the operating system to provide the consumers with 

value and innovation [1]–[3]. As an Open source platform, Android should have strong security mechanism to 

ensure the security of the user application, information, and data with severe security architecture [2]–[4]. 

Malware attacks on smartphones have occurred in recent days due to private information leakage and 

lead the system to crash the entire phone system. Malicious code is inserted in most of the application to steal 

other’s data. The malware attacks on every phone in this way[4]–[7]. The malware decreases the assurance of 

system information by operating system weakness [8]–[10]. Once inserted into the smartphone the malware 

gains root access to each file. The rooting can permanently damage the device[11]–[14]. Detection of malware 

is a critical task, because malware developers hide their malicious actions and implement novel techniques to 

prevent detection [15]–[17].  

In this, paper a wide-ranging analysis of literature with other publications that have used malware 

detection strategies and discussion with their algorithms over the last five years. The manuscript’s remaining-

parts are literature survey, discussion and recommendations, and the conclusion. 

 

II. Investigation for Web Attacks and Their Effects on Mobile Networks  
Malicious SWcan be considered asevery programming deliberatelyintendedcausingharming PC, 

Client/Server, workstation, or Mobile device[18]–[22]. There is an extensivecategoriesdiversity for malware, 

comprising computer infections.PC codesas well reflected malware whenfurtivelydeedin contradiction of the 

PC-benefitsoperator[23]–[27]. Collectionof unwilling the operation of virusesdepended forassistancedefendin 

contradiction of the malware activities, whichaids fordistinguishingthat previouslyexisted, also forrecuperating 

from malwaremovements.Mobile malware speedilyunattractiveasrealhazard[28]–[32]. It may 

telltaleagainstthe phone. Transcribedvia committed causingdestruction.Typical mobile risk comprises 3 kinds 

(mal, gray and spy)-wares. These 3 kinds can be differentiated depending on transferringapproach, validity, and 

user-sign[33]–[37]. 

https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Computer_virus
https://en.wikipedia.org/wiki/Antivirus_software
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Network messaging describes regular procedures guidelines/morals 

permitusedagendasforconversationtogether deprived ofHW respectbesides dependedOSs. Moveable networks 

communicateviawireless medium, whichspreadin excess of cells.All these cells assistedviaa static 

position transmitter or more named standard transmitter centers[38], [39]. The standard centersaffordlink 

exposure to cellsassound broadcasting andinformation. Various frequencies depended foradjacent cells in order 

to evadeintrusionwithdeliveringassuredfacilityclassinsideevery cells.Cells-

intersectionofferwirelessexposurethrougheclectictopographicalzone. Hence, capable offrequentmoveable 

transmitters fortogether-intercommunication viaphoneswherever insidesystem[40]. 

Cellular networks have variouscharacteristics: Extracapabilityin compare toparticularbig transmitter, 

Moveableexpedientsspendfewerenergy in compared toparticular transmitter, Greaterexposurezonewith respect 

toparticularearthly transmitter.Mainbroadcastingsbenefactorsconsumeorganizedspeechbesidesinformation 

cellular netsaboveutmostoccupiedterrestrialzone of Ground. However,moveabledevices 

permit moveablecalculating equipment for 

connectionthroughcommunityconvertedphonenets alsocommunal Internet[41]. 

 

III. Malware Detection Techniques 
Nowadays, the most standard operating system for smartphone devices is Android as a result of that the 

malware numbers have been increased compared with the previous years[42]–[46]. Many anti-malware 

programs have developed to protect personal and sensitive user information stored in mobile from such attacks 

[11], [47]–[50]. Moreover, Android malware has been on a rising trend due to the prevalence of the Android 

operating system. Without user permission, and explicitly prompting users, Android malware is installed and 

run on mobile phones that pose significant threats to users, such as personal information leakage and advanced 

fraud. Researchers and practitioners are suggesting various techniques to tackle these threats[51]–[54]. Static 

analysis is one of these techniques which is widely applied to detect Android malware and prevent it before 

installation [55]–[59].  

Malware is among the big problems in the operating system or the world of software. Android also 

endures the same difficulties. Signature-based malware detection techniques were also employed to detect 

malware [60]–[64]. It is still a crucial issue to accurately detection any new malware despite numerous detection 

and analysis techniques [41]–[43]. Malicious applications are a significant threat to the cybersecurity of the 

increased mobile devices and their user numbers. So, trying to detect malicious Android apps is a difficult task 

given the huge count of Android apps and their properties that have a wide range of features and a limited 

dataset [68]–[72]. Malware is a software that has malicious behavior has designed intentionally to penetrate or 

damage a computer device without the owner's permission. Malware detection relates to the procedure of 

finding malware on a host device or determining whether a particular program is malicious or benign [73]–[75]. 

An anti-malware automatically distinguishes malicious software from benign applications to avoid computer 

damage. Eventually, once malware has detected, it is disabled by anti-malware to prevent it from infecting the 

computer and executing it. There are mainly three cases of use which drive malware analysis [76]: 

• Computer security incident management: If an organization discovers or distrusts that, some malware 

may have entered its systems. A response team may want to conduct malware analysis on any possible samples 

discovered during the search process to determine whether they are malware. If that is so, what effect this 

malware will have on the systems within the environment of the target organizations. 

 

• Malware researchers: researchers from academia or industry may perform malware analysis primarily 

to identify how malware is operating and the latest techniques used in its development. 

 

• Indicator of compromise extraction: Software product and service providers may do bulk malware 

analysis to identify possible new vulnerability compromise indicators; this information will then feed the 

security product or solution to helping clients had better protect themselves from malicious attacks. 

 

IV. Literature Survey 
Khatri and Abendroth[15], in 2015, demonstrated network malware detection system as mobile guard 

and explain its key features, as well as protecting end-users from malware attacks propagated through the 

network of mobile operators. they simulated the mobile guard using demonstration data, send the malicious 

traffic to the mobile guard instance, and show the identification results of malicious events on the dashboard. 

Wang et al. [77] in 2015, Suggested to use Cuckoo Droid an open source framework as a hybrid 

detection system that used the features of Cuckoo Sandbox that use static and dynamic analysis to analyze 

Android malware. The proposed framework consists of two components: the anomaly detection engine and 

signature-based detection engine. The first component uses dynamic analysis to anomalous applications while 

the other component uses a combination of static and dynamic analysis to detect and classify known malware. 

https://en.wikipedia.org/wiki/Wireless
https://en.wikipedia.org/wiki/Transceiver
https://en.wikipedia.org/wiki/Base_transceiver_station
https://en.wikipedia.org/wiki/Mobile_computing
https://en.wikipedia.org/wiki/Public_switched_telephone_network
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Internet
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Park et al. [78]in 2015, the android malicious device identification method was launched using static 

analysis and malicious function similarities. Their system intercepts, collects, and analyzes the malicious code, 

rather than the device. It can prevent the installation of malicious smartphone application and analyze it quickly 

and accurately.  In addition, ranges of malicious applications that attack the Android operating system are close 

to known malware and repackaged a malicious application that existed. It provides a special feature that can be 

associated with cumulative malware in the downloaded applications. 

Wen and Yu. [79]in 2017, proposed a lightweight learning machine, able to identify malware on 

Android devices. The features were derived using the static and the dynamic analyses, A new feature selection 

approach is then presented based on the Principle Component Analysis (PCA) to use to reduce the overall 

feature dimensions, then support vector machine (SVM) was used for malware classification. Experimental tests 

reveal that the device is suggested has an efficient tool for detecting malware in Android. 

Liang, et al. [80] in 2017, an end-to-end deep learning platform for detecting Android malware was 

introduced. Their model takes the raw call sequence of the device that is created during runtime of the 

application as input and determines if the sequence is malicious without any manual interference. The model 

evaluation was conducted on 14231 Android apps and obtained a 93.16 percent detection accuracy, which is 

2.81 percent higher than the contrast experiment in which other researchers implemented the method proposed.  

Ali et al. [65] in 2017, an anomaly-based malware identification mechanism has been suggested for an 

Android operating system. To analyze the behavioral patterns. They used a dataset that was installed on Android 

device and consists of two types of applications (benign, malicious). In addition, execute it in a controlled 

environment generating the system metrics (feature vector) from each app. A range of machine learning 

algorithms are then used to classify the application as benign or malware: Tree of Decision, K Nearest 

Neighbor, Logistic Regression, Multilayer Perceptron Neural Network, Naive Bayes, Random Forest, and 

Vector Machine Support.  Each algorithm was assessed using different performance parameters to determine 

which ones are better suited for malicious detection.  

Amro[81] in 2018, proposed a malware detection technique called Personal Mobile Malware Guard – 

PMMG- that classifies malwares based on the mobile user feedback. PMMG controls permissions of different 

applications and their behavior according to the user needs. These preferences are built incrementally on a 

personal basis according to the feedback of the user. Performance analysis showed that it is theoretically feasible 

to build PMMG tool and use it on mobile devices.  

Liu et al.  [82] in 2018, investigated the use of evolutionary computing techniques, both to 

automatically develop new variants of mobile malware that successfully evade static-based anti-malware 

systems, and to develop better security solutions against them. Coevolutionary process of arms race has also 

been considered a possible candidate for building a more reliable system against new threats and testing of the 

system.  

Fan et al. [83]in 2018, addressed in what way to use both content-based and relation-based features for 

characteristically malware, and to construct different forms of entities and their rich semantic relationships, 

structural and present meta-graph-based information network (HIN) were built. To calculate connectivity over 

built-in HIN files, as malware detection is cost-sensitive, efficient methods are needed to learn latent HIN 

representations. To address this challenge, a new HIN embedding model metagraph2with based on the built 

meta-graph schemes at the first attempt to learn the low-dimensional representations for HIN nodes, where all 

HIN structures and semantics are preserved for the detection of malware. Experimental results show that other 

alternate malware detection approaches have been underperformed by the Scorpion framework that implements 

the proposed method. 

Sen et al. [84] in 2018, proposed a high efficiency Android malware hybrid detection scheme. The 

scheme employed various methods of analysis (static and dynamic approaches) to construct a robust detection 

scheme. Com+ feature as suggested detection approach that Based on the classic permission and API call 

features to enhance the productivity of static detection. The failure of the classic function call-based malware 

detection issue has also been prevented as a result of the adoption of function selection and clustering method to 

unify function call graph features of different dimensions into the same dimension. The results of the 

experiments showed that the proposed system achieved high accuracy in malware detection, and the proposed 

system could be used to establish cloud services for Android malware detection. 

Shen et al. [85] in 2019, developed a mobile malware detection technique based on the analysis of the 

information flows. The suggested method explores the design of information flows to determine behavior 

patterns  present in them and which flows are related, that share partial processing paths. N-gram analyzes are 

used to classify special and typical patterns of activity found in Complex-Flows. The N-gram analysis is carried 

out on sequences of API calls that occur along the control flow paths of Complex-Flows. By applying it to four 

different data sets totaling 8,598 apps, the result showed the precision of the proposed technique. 

Pang and Bian[86], in suggested a static detection method based on Naive Bayes forAndroid malware. 

Requested permissions, system API calls, and activity ratio were extracted through Android packages from the 
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four major Android components. Three types of information were used as features for characterizing each 

application, and through Naïve Bayes classifier perform classification model training and malware detection. 

The suggested solution did not run Android applications, which decreases the the experiment cost and completes 

malware identification before installation by the customers. 

Sabhadiya et al. [87]  in 2019, aimed at implementing a deep learning model that can automatically 

detect whether or not an Android application is infected with malware without installation by examining the 

different android malware and its methods based on various deep learning android malware detection techniques 

such as Maldozer, DroidDetector, DroidDeepLearner, DeepFlow, DroidDelver, and Droid Deep. The summary 

of all previous literature review is illustrated in Table 1. 

 

Table 1: Comparison of the Reviewed Researches Related to Malware Detection 
Author(s) Year Platform Approach Description 

Khatri and 
Abendroth[15] 

2015 Android Mobile Guard 

Network system created to support mobile networks to 

distinguish malicious actions and take needed activities to 

avoid malicious behaviors and frauds 

Wang et al. [77] 2015 Android Hybrid Detection System 

The proposed framework consists of two components: the 

anomaly detection engine and signature-based detection 

engine. The first component uses dynamic analysis to 

anomalous applications while the other component uses a 
combination of static and dynamic analysis to detect and 

classify known malware. 

Park et al. [78] 2015 Android Static Analysis 
Presents a unique feature that can be compared to accumulated 
malware in downloaded applications. 

Wen and Yu [79] 2017 Android Machine Learning 

The features were derived using the static and the dynamic 

analyses; followed by a new feature selection technique based 

on the Principle Component Analysis (PCA) to use to reduce 
the overall feature dimensions, then support vector machine 

(SVM) was used for malware classification. 

Liang et al. [80] 2017 Android Deep Learning 

The model takes as input the raw call sequence of the device 
created during the application runtime, and determines 

whether the sequence is malicious without manual 

interference. 

Ali et al.  [65] 2017 Android Machine Learning 
Used a dataset that was installed on Android device and 
consists of two types of applications (benign, malicious). 

Amro[81] 2018 Android 
Personal Mobile Malware 

Guard 
classifies malwares based on the mobile user feedback 

Liu et al.  [82] 2018 Android Evolutionary Computation 
Exploring the use of evolutionary computational methods for 

improving the Anti-malware and Mobile Malware. 

Fan et al. [83] 2018 Android Machine Learning 

Develop Scorpion 's intelligent Detection System.  in 

Scorpion, at the first attempt to learn the low-dimensional 
representations for HIN nodes, where all HIN structures and 

semantics are preserved for the detection of malware. 

Sen et al. [84] 2018 Android Hybrid Detection System 
Com+ feature as suggested detection approach that Based on 
the classic permission and API call features to enhance the 

productivity of static detection. 

Shen et al. [85] 2019 Android Complex-Flows 
Complex-Flows a new information flows representation was 

used to obtain application behavior on device sensitive data. 

Pang and Bian[86] 2019 Android Naive Bayes 

Naive Bayes classifier has been used to detect malware by 

classifying three types of data (system API calls, the ap, 

requested permissions) that have been extracted using static 
analysis. 

Sabhadiya et al. [87] 2019 Android Deep Learning 
Numerous deep learning methods have been used to detect 

different types of Android malware detection techniques. 

 

V. Discussion 
The main findings from the literature are summarized in Table 1. Note that most of the approaches 

were built to detect malware behavior for android applications, some of them used machine learning to 

classified the app as benign or malware ([79], [65], [83]), while other use deep learning to detect the malware 

([80], [87]). Moreover, the combination of static and dynamic analysis used to perform detection and 

classification of known malware ([77], [84]) while others used static ([78]). Some researchers build 

Demonstrated Mobile Guard as a malware detection system to protect users from malware attacks ([15]). In 

addition, other researchers tried different Approaches such as evolutionary computation ([82]), Naive Bayes 

([86]), Complex-Flows ([85]). 
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VI. Recommendations 
After reviewing different Android malware detection techniques for the recent five years for thirteen 

different works, machine learning is recommended as a widely used technique to classified the app as benign or 

malware. 

 

VII. Conclusion 
Android is open source, and any changes are easy to make. Thus, attackers can add different security 

vulnerabilities to the Android platform.  With this development of Android smartphones and the number of 

Android applications, as well as malware, it is expanding daily and malware detection in the Android platform is 

becoming a critical requirement to defend mobile users against attackers and a lot of effective malware detection 

techniques have been developed in the last few years.  This paper discusses recent research works over the past 

five years on malware detection strategies for the Android mobile operating system. 
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