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Abstract:

With technological advancement boosting several areas, it is crucial that public security shares these innovations.
Among these advances, chatbots stand out as efficient tools in optimizing processes. This article presents
GuardiAM, a prototype that uses chatbot technology, developed on Telegram to highlight how this tool can
optimize the process of registering complaints by automating the service with the collection of information. For
the development of this prototype, the Python programming language was used with API integration and, when
tested, it demonstrated agile responses, stability and real-time information storage. Its results were able to
confirm that chatbots have the competence to enhance the efficiency of public security authorities, in addition to
demonstrating possible improvements in operation.
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I. Introduction

The accelerated development and spread of various technologies on the Internet has boosted and

transformed several sectors, such as the areas of public security, health, finance and others, generating innovative
and efficient solutions for tasks that previously required more time, constantly revolutionizing the way processes
are carried out.
With regard to the scope of public security, constant technological updating is essential to ensure effective
government management and, for the population, to ensure greater reliability in the services provided by the
authorities. Among the various forms of communication on the internet, chatbots stand out, which enable an
optimized conversation flow, promoting an effective connection of citizens with the services provided by security
authorities. Among the services that a chatbot can improve, the complaint registration system stands out, which,
with its use, can make the way citizens make their complaints and the way public security agents deal with the
management of these occurrences more convenient, modern and effective.

It should be noted that after the Covid-19 pandemic, the advancement of technology in Brazil has led to
a significant increase in the number of digital interactions in the public sector. Many people are increasingly used
to solving everyday issues through apps and virtual assistants. With the use of chatbots, convenient and automatic
interaction not only offers a means to optimize the entire reporting process, but also helps to reduce costs for the
government and the population (JUSBRASIL, 2024).

By making use of a chatbot in the registration of complaints to complement public security services, a
modern and promising solution is created in favor of optimizing the process, increasing operational effectiveness,
because by automating a service with information collection, the chatbot aims to drastically reduce the waiting
time and occupancy of attendants, allowing them to focus on other tasks. In this sense, the chatbot can also provide
full availability (24 hours a day and 7 days a week), ensuring that citizens can carry out their occurrences at any
time, in a practical and accessible way. The automated process of collecting information also cooperates for
assertiveness and quality, favoring analysis and redirection of complaints.

From this perspective, the constant need to modernize technologies for public security is understood,
leading this work to develop a prototype of a chatbot, called GuardiAM, in an instant messaging application, using
Telegram, to attest that this technology can help public security authorities.
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I1. Bibliographic Reference
This section covers the key concepts that relate to the use of chatbots in public safety. The concepts of
Chatbots, chatbot classifications, Public Safety, the tools and, finally, the libraries and APIs used in the
construction of the prototype will be explained.

CHATBOTS

In a simpler understanding, chatbots are computer programs responsible for intermediating
communication between machine and human, simulating a natural conversation through the processing of the
conversation, whether it is a written or voice conversation. That is, with a chatbot, people can communicate with
digital devices as if they were communicating with another person (ORACLE, 2025).

CHATBOT CLASSIFICATIONS
Rule-Based

In this first classification, the behavior of chatbots works as a state machine, that is, the rules determine
that user inputs define the transition from one state to another, which means that rule-based chatbots follow a pre-
defined structure of questions and answers made to direct the entire flow of interaction with the user. Therefore,
chatbots guide the user to the solution of a specific objective, such as clarifying frequently asked questions about
an establishment or checking the status of orders from an e-commerce. However, they have limitations when they
need autonomy to understand user requests that have not been previously defined, being able to respond
generically or repeat automatic messages when they receive an unexpected input (CORREA, VIANA and TELES,
2020).

Al-based

According to IBM (2025), Al-based chatbots are advanced tools that allow for more natural interactions
with users, understanding users' questions regardless of how they have expressed them. Through Artificial
Intelligence (AI) and Natural Language Understanding (NLU) techniques, these chatbots are able to identify the
context of conversations and give relevant feedback in a more dynamic way. If it is not possible to understand the
user's request or find multiple response possibilities, the chatbot can request clarification or offer alternatives so
that the user can choose the desired action.

In a complementary way, Al chatbots are also able to learn from interactions over time, always
improving their responses and becoming more efficient in providing accurate information. Using machine learning
and deep learning algorithms, the more the chatbot interacts, the more it learns, always adapting to the user's
needs. They can also remember past interactions, which makes the user experience personalized, such as in the
case of a customer who returns to place an order and is automatically recognized. And if necessary, the transfer
to a human agent is made so that he can take control without interruptions, with him having access to the history
of previous interactions (IBM, 2025).

PUBLIC SAFETY

According to Vedosa (2018), public security can be understood as a set of measures and devices aimed
at protecting citizens, ensuring their freedom from dangers, damages, and risks to life and property. In a
complementary way, it involves political and legal processes that ensure the maintenance of public order and
promote peaceful coexistence among individuals in society. It is not limited only to repressive and surveillance
actions, but also encompasses an integrated and optimized system, which includes instruments of coercion, justice,
defense of rights, health and social assistance. This process begins with prevention and culminates with the repair
of damages, treating the causes and stimulating the reintegration of the offender into society.
Based on this context, the Federal Constitution of 1988 dictates the importance of public security as a duty of the
State towards the citizen, as well as recognizing the responsibility of society in its implementation.

Public security, a duty of the State, a right and responsibility of all, is exercised for the preservation of
public order and the safety of people and property, through the following bodies:

L Federal police;

1L IFederal highway police;
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I1I. Federal railway police;
Iv. Civil police;
V. Military police and military fire brigades.
VL Federal, state and district criminal police (BRASIL, 1988).

Evidently, public security in Brazil is structured in several bodies with each one having its attributions,
whose performance is essential for the maintenance of order and the protection of citizens' rights. With this in
mind, it is understood that the insertion of technological solutions, such as chatbots, is offered as a strategic and
valuable resource to invigorate this structure, providing greater efficiency in the services provided, and also to
expand the population's access to reporting and service mechanisms.

HOTLINE

The 181 hotline is a service intended to receive anonymous complaints that the complainant is aware of,
providing efficient assistance to police work in its execution. As it is an anonymous complaint, the whistleblower
does not need to identify himself and its occurrence remains under absolute confidentiality, as well as the identity
of the accused. The hotline receives all kinds of criminal offenses, such as drug trafficking, robberies and thefts,
corruption, violence, fugitives, etc. After the complaint is registered, it is forwarded to the internal affairs
departments of the police and fire brigades. It should be noted that the main objective of this service is to register
anonymous complaints for investigation, and not critical emergency situations, because in these cases the numbers
to be activated are from the services of the Military Police, Fire Department and Civil Police, which are 190, 193
and 197, respectively (BRASIL, 2025).

TOOLS
Telegram

Telegram is an instant messaging application created in 2013 in Russia and, unlike Whatsapp, Telegram
is characterized as an application that enables anonymity in communication. This characteristic comes from the
hiding of the phone number linked to the user, in addition to the accentuated encryption and the possibility of
deleting messages without leaving any trace (SILVA, SOUZA, 2023).

From this, because it promotes levels of anonymity, which is crucial for reporting and, according to Venéancio et
al. (2024), because it is the 4th most used instant messaging application in Brazil, it is understood that Telegram
is the ideal tool for implementing a chatbot prototype.

Python

Python is an open-source, object-oriented programming language that uses simple syntax, making it
easier to understand writing and reading and simplifying its execution, making it an ideal language for prototyping
and other tasks. This language is equipped with an extensive standard library that allows for various activities,
such as file manipulation and connections to web servers (PYTHON SOFTWARE FOUNDATION, 2025).
Telegram Bot API

Telegram Bot API is an HTTP-based Telegram interface that allows you to create bots in the app for
free. These bots are mini applications that run completely within the application itself, allowing users to interact
with them through flexible interfaces, and can support all kinds of needs (TELEGRAM, 2025).
Google Sheets API

The Google Sheets API is a RESTful interface of Google Cloud Platform. This tool makes it possible to
create spreadsheets, read and write values in spreadsheet cells, update spreadsheet formatting, and connected

managements (GOOGLE, 2025).

Python-telegram-bot
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The free python-telegram-bot and open-source library is a collection of tools developed for the Python
language in order to facilitate the development of chatbots and integration with the Telegram Bot API. This tool
provides an asynchronous interface in pure Python and is compatible with versions 3.9 and later of the language.
In a pure complement to the API, this library provides several methods and shortcuts aimed at the convenience
and simplicity of development, as well as several high-level classes contained in the telegram.ext submodule,
making the task of developing chatbots simple and objective. (PYTHON-TELEGRAM-BOT, 2025).

Gspread

Gspread is a library of features for accessing and manipulating Google Sheets APIs, but unlike the API
itself, this library abstracts away the complexities of using the Google Sheets API, which allows for more
simplified spreadsheet manipulation. Like the API itself, it is characterized by.

e  Opening spreadsheets by title, key, or URL;
e Reading, writing and formatting spreadsheet cells;
e Spreadsheet sharing and access control.

Google-auth

In order for a Python application to use Google's APIs, it needs to perform authentication. To do this, the
google-ath library, which replaced the deprecated oauth2client library, allows this authorization through methods
that abstract away from standard complexity. In addition, this library also provides integration with several HTTP
libraries. (GOOGLE-AUTH, 2025).

II1. Methodology

This research focused on the development process of the prototype of the GuardiAM chatbot, which
used APIs to connect the Telegram bot to the backend in Python and to record the complaints in a spreadsheet
in Google Sheets.

Regarding the approach, the research is qualitative simplified, as it seeks to focus on understanding the
practical application of the prototype in the context of public security. About its nature, it is characterized as
applied, as it aims to obtain knowledge focused on practical execution. As for the objectives, the research is
exploratory and applied, as it focuses on the development of a prototype and on identifying the determining factors
for the successful implementation of the chatbot. As for the procedures, they are of an experimental development
nature. The research was also supported by a review of constant theoretical references.

STAGES OF DEVELOPMENT
The development of the prototype was based on six main steps:

Elaboration of the GuariAM Operation Flowchart;

Bot creation in BotFather;

Creation of the Complaints spreadsheet in Google Sheets
Configuration of the GuardiAM Project on Google Cloud Platform;
Activation of Google Drive and Google Sheets APIs;

Service account creation - activation of service account key;
Development of backend code in Python;

Flowchart

First, a flowchart was developed with the online tool draw.io to visually represent the paths of the user's
conversation with the bot. This flowchart details the states of the conversation, making the flow of questions and
answers that GuardiAM processes clear and objective, ensuring that the user can reach the last stage of the service.
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Figure 1 — Chatbot flowchart
Source: Authors, 2025

Bot Creation

The creation of the bot takes place through Telegram's official tool, BotFather. This tool makes it possible
to create, configure, and manage bots in a simple way within Telegram itself.

To start, BotFather was accessed through Telegram Web, and using the /start command, he starts the
conversation with a list of commands, as shown in figure 2.

y BotFather &
@ 2960 663 users Q

What can this bot do?

BotFather is the one bot to rule them all. Use it to create new bot accounts
and manage your existing bots.

About Telegram bots:
https://core.telegram.org/bots
Bot API manual:

https://core telegram.org/bots/api

Contact @BotSupport if you have questions about the Bot API.
ety
v
| can help you create and manage Telegram bots. If you're new to
the Bot AP, please see the manual.

You can control me by sending these commands:

/newbot - create a new bot
/mybots - edit your bots

Edit Bots
/setname - change a bot's name
/setdescription - change bot description

@ o

S TS sz B I :'
Figure 2 — BotFather
Source: Authors, 2025
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After that, the /newbot command was used to create the bot. The BotFather requests the bot name and
bot username , and the username must end with "bor". And after these steps, BotFather provided the API token,
as shown in figure 3, which is the unique code needed to integrate the bot into the prototype backend, so the token
in the figure is censored. Later, the token was stored securely to be used in the bot's connection to the backend
server.

BotFather & Q i
d 2960 663 users :
/deletegame - delete an existing game Nsery

- 2 Tlnewbot 1501 |

s c }‘}'FA—F*"_"
Alright, a new bot. How are we going to call |t7 Please choose a f %
name for your bot.

Good. Now let's choose a username for your bot It must end in
“bot'. Like this, for example: TetrisBot or tetris_bot. 150

Z guardiam_bot_bot 15;01\1/‘

Done! Congratulations on your new bot. You will find it at
t.me/qguardiam_bot_bot. You can now add a description, about
section and profile picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool
bot, ping our Bot Support if you want a better username for it.
Just make sure the bot is fully operational before you do this.

~ Use this token to access the HTTP API:
B VUUU UYLl 1 ARUSIGY JUNUILUU TA Ll EvUbUUpaUiicu s v
~ Keep your token secure and store it safely, it can be used by
- anyone to control your bot.

For a description of the Bot API, see this page:
| https://core.telegram.org/bots/api

igure 3 — Bot Creation
Source: Authors, 2025
Spreadsheet Creation

To store the complaints registered by the chatbot, a spreadsheet was created in Google Sheets to act as a
database, called Complaints. This spreadsheet was structured with columns that refer to the questions that the bot
asks to collect the information of the complaint, as shown in figure 4.

Denuncias ¢ [B &> Alteragdes salvas no Drive @ E X -~
Arquivo Editar Ver Inserir Formatar Dados Ferramentas Extensdes Ajuda
QA 5 @& S 100% -~ RS % O 09 | padid. -~ | —[10]+|B I & A% @ ii- E- ik A~
LR
A ‘ B | c | D ‘ E ‘ F ‘ G H ‘ 1
1D DATA CRIME MUNICIPIO BAIRRO RUA NUMERC PONTO DE REFERENCIA SEXO DOE

L

Figure 4 — Creation of the Complaints spreadsheet
Source: Authors, 2025.
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Cloud Platform
With the Telegram bot access token generated, the next step was to create a project in the Google Cloud

Platform console. This Google tool provides a variety of services for integrating APIs. The project called
GuardiAM was then created, as shown in figures 5.

Selecionar um projeto E3 Novoprojeto

Q|

[ Pesquisar projetos e pastas

Recente Com estrela Todos

Nome

M Sem organizagio

Cancelar

Figure 5 — Creating the Project
Source: Authors, 2025.

And for naming the project, the same one from GuardiAM was used, as shown in figure 6.

GuardiAM| @

ID do projeto: guardiam-458619. Ndo é possivel mudar depois.  Editar

[ Nome do projeto *

Local *
( B Sem organizacao Procurar

Pasta ou organizacio pai

Cancelar

Figure 6 — Naming the Project
Source: Authors, 2025.

Enabling APIs

In order to make communication between the backend and the Complaints spreadsheet in Google Sheets
possible, it was necessary to activate the necessary APIs, which are the Google Drive API, to grant access to the
spreadsheet and the Google Sheets API, necessary for manipulation such as reading and writing data in the
spreadsheet cells. To do this, within the Google Cloud Platform console and with the GuardiAM project selected,
it was necessary to navigate APIs and services enabled in APIs and services. In this interface, the option to enable
the APIs is shown, as shown in figure 7.
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Google Cloud

¢ GuardiAM H Pesquise (/) recursos, documentos, produtos € muito mais ‘ Q, Pesquisa

+ 0T ®

HAPI APIs e servicos n APIs e servicos + Ativar APIs e servicos

«»  APIs e servigos ativados . . . .
Thora éhoras 12horas « 1dia 2dias 4dias 7dias
1t Biblioteca

o+  Credenciais

Trafego = : Erros H
¢ Telade permissdo OAuth
S»  Contratos de uso de pagina
& NEo hd dados disponiveis no periodo selecionade. & N3o ha dados disponiveis no periedo selecienad:
T T T T T
2 de mai. 08:00 12:00 UTC4 2 de mai. 08:00 12:00
Laténcia mediana = &

4\ N3o ha dados disponiveis no periodo selecionado.

Figure 7 — API enablement interface
Source: Authors, 2025.

By clicking on the option indicated in Figure 7, a search screen for the necessary APIs opens, where the
Google Drive and Google Sheets APIs were searched, as shown in Figure 8.

= Google Cloud
Biblioteca de APls / Procurar

ArI Biblioteca de APls Q_ google drive api X

%o GuardiAM Q

Bibliotecade APls > “google drive api”

= Filtro Digite para filtrar 11 resultados

o Google Drive API

Visibilidade ~ Google Enterprise APl (@

Publico (11) With the Google Drive API, you can access resources from Google Drive to create files, manage file sk
and more.

Categoria A

Anilise @) Google Drive Activity API
Google Enterprise APl (3)

Big Data (3)

With the Google Drive Activity API, you can retrieve information about a user's Google Drive activity. T
functionality on top the Google Drive API for your app to display activity on a user's files, track change

Bancos de dados ) alert a user 1o new comments or changes 1o files.

Figure 8 — Searching Google Drive API
Source: Authors, 2025.

With the Google Drive API selected, you were given the option to enable it, which was also selected.
After that, the Google Drive API was enabled in the GuardiAM project, and the same process was repeated in the
Google Sheets API. With this, the two required APIs were already enabled.
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Service Account and Key Activation

In order for the chatbot to be able to connect securely to the Complaints spreadsheet, it is necessary to
create a service account, which represents the access credentials. The creation takes place in the Google Cloud
Platform console, navigating between APIs and services and in Credentials, you will find the credential creation
interface. When you click Create Credentials, credential type options are shown, and the service account is
selected, as shown in Figure 9.

= Go gle Cloud 2* GuardiAM H Pesquise (/) recursos, documentos, produtos e muito |

APL  APIs e servigos Q Credenciais + Criar credenciais

Chave de API
enciais para al  Identifica seu projeto usando uma chav
acesso

«»  APIs e servigos ativados

1 Biblioteca

A  Lembresed ID do cliente OAuth
Solicita a permissao do usuario para gt
dados desse usudrio

o~ Credenciais

i Tela de permissdo QAuth

= Contratos d de paqi Chaves de AP Conta de servigco
- orretos e fise fepagie —_ N Usa contas robd para ativar a autentica
Figure 9 — Credential Creation Interface

Source: Authors, 2025

After selection, the service account creation screen is displayed, where fields such as name and description are
requested, as shown in figure 10.

&  Criar conta de servigo

© Detalhes da conta de servico

acesso princi.. [ MNome da conta de servigo l

guardiam|

Nome de exibigdo para esta conta de servigo

‘0es

2 g organizag... — |D da conta de servigo *
| guardiam-857 x |

dor de proble...

Endereco de e-mail: guardiam-857@guardiam-

7 de politicas 458619.lam.gserviceaccount.com 10

1a organizagdo ( B 1
| Descrigdo da conta de servigo |

! SErVico - .
¢ Descreva como a conta de servigoe sera usada

) de identidad..

» de identidad... | Criar e continuar |

Conceda a essa conta de servico acesso ao
projeto (opcional)

recursos ‘

o Conceda aos usuarios acesso a essa conta de
angamento servigo (opcional)

Figure 10 — Creating Service Account
Source: Authors, 2025

Naming and completing the creation of the service account, it was necessary to generate a service account
key. To do this, the email of the service account was selected, navigating through Keys and selecting the options
Add key and Create new key, as shown in figure 11.
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+2 1AM < guardiam1l

@ PAM Detalhes Permissoes Chaves Metrica Registros

(@ Limite de acesso princi...

Chaves

Bz  Organizagbes

© Identidade e organizag... A As chaves da conTa d sgrvn;;o podem represen‘t‘ar um risco QE seguranga ce
de trabalho (2. Saibajnais sobre a melhor maneira de autenticar contas de s

9,  Solucionador de proble...

Bl Analisador de politicas o 0 Google automatjzamente desativa as chaves de conta de servigo detectac
mais @

B  Politicas da organizacéo

Adicione um novo par de
publica do par existente.

aves ou faga upload de um certificado de chave

1&

Contas de servigo

B  Federacdo de identidad.. Bloqueie a criagio de chives da conta de servigo usando as politicas da
. . . organizagdo [4.

= Federacdo deidentidad.. M . R

Saiba mais sobre comg configurar politicas da organizagdo para contas de
@  Rowlos senvico 2
& Configuragdes Criar nova chave L )

ita da criagao Data de validade

[+, ] Privacidade e seguranga Fazer upload de uma chave atual

Figure 11 - Creating Service Account Key
Source: Authors, 2025.

The type of key chosen was in JSON format, as shown in figure 12 and, from the creation, the JSON file
containing the credentials of the GuardiAM project service account is downloaded.

Criar chave privada para "guardiam1"

E feito o download de um arquivo contendo a chave privada. Armazene o
arguivo com seguranga porque essa chave ndo pode ser recuperada em caso
de perda.

Tipo de chave

(® JsoN

Recomendado

O r12

Para compatibilidade com verstes anteriores usando cadigo com o formato P12

Cancelar Criar

Figure 12 — Key in JSON format
Source: Authors, 2025.
Backend Python

Completing all the necessary API activations and collecting all the credentials for the development of the
chatbot on Telegram, a Python script was written for the prototype backend, abstracting the essentials of the
code's operation.

Imports

First, the imports of Python libraries and modules necessary for the initial configurations of the prototype
were carried out, as seen in figure 13.
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1 import logging

2 import datetime

3 import gspread

4 from google.oauth2.service account import Credentials

5 from telegram import Update

6 from telegram.ext import (

7 ﬁpplicatiDnBuilderJ CommandHandler, MessageHandler, ConversationHandler, ContextTypes, filters
8

Figure 13 — Imports of libraries and modules
Source: Authors, 2025.

Google Sheets Setup

Subsequently, so that the code could authenticate, access and manipulate data in the Complaints
spreadsheet, the Google Sheets settings logic was written. According to the structure in the code, the scope of
access to the spreadsheet and Google Drive was defined to be passed along with the JSON file containing the
credentials of the GuardiAM project for authorization and opening of the Complaints spreadsheet, as can be seen
in Figure 14.

16 scope = ["https://spreadsheets.google.com/feeds”, "https://www.googleapis.com/auth/drive”]
11 creds = Credentials.from_service_account_file(
12 r"C:/Users/keven/Desktop/chatbot/guardiam-45756@-24cb58988cff.json™, scopes=scope

13
14 client = gspread.authorize(creds)
15 sheet = client.open("Denidncias™).sheetl

f—

Figure 14 — Google Sheets Settings
Source: Authors, 2025.
Conversation States

States were defined for the conversation, with each one representing a part of the flow of the conversation
with the user, from the user's response to the type of crime to the description of the fact, as shown in figure 15.

21

22 CRIME, EM_ANDAMENTO, CONTINUAR, MUNICIPIO, BAIRRO, RUA, NUMERO, PONTO_REFERENCIA,
23 SEX0, NOME_APELIDO, COR_PELE, COR_CABELO, MARCAS, OUTRO_ENVOLVIDO,

24 DESCRICAO, FIMAL

25 ) = range(186)

T

Figure 15 — Conversation States
Source: Authors, 2025
State functions

Next, asynchronous state functions were implemented, where each one of them refers to the state where
the user is in the flow of the conversation. These functions are sequential and conditional, where each one validates
the user's input so that the report data is collected in a structured way and, at the end of the execution of one, the
return points to the next state, until the flow is finished, as can be seen in Figure 16.
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27 » async def start{update: Update, context: ContextTypes.DEFAULT_TYPE) -> int:--

46 » async def crime(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int:--

68 » async def em_andamento(update: Update, context: ContextTypes.DEFAULT_TYPE) -»> int:--
76

77 » async def continuar(update: Update, context: ContextTypes.DEFAULT TYPE) -> imt: -
84

85 » async def municipio(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: .
29

9@ » async def bairro(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: -

a4

@5 » async def rua(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: -

a9

18@ » async def numero(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: -

1e4

185 » async def ponto_referencia(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: -
leg

118 » async def sexo{update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: --

114

115 » async def nome_apelido(update: Update, context: ContextTypes.DEFAULT_TYPE) -»> int:--
119

12@ » async def cor_pele(update: Update, context: ContextTypes.DEFAULT TYPE) -> int: -
124

125 » async def cor_cabelo(update: Update, context: ContextTypes.DEFAULT_TYPE) -»> int: -
129

12@ » async def marcas(update: Update, context: ContextTypes.DEFAULT_TYPE)} -»> int: -

141

142 » async def outro_envelvido(update: Update, context: ContextTypes.DEFAULT_TYPE) -»> int:--
15e

151 » async def descricao(update: Update, context: ContextTypes.DEFAULT_TYPE) -> int: -
156

157 » def salvar_denuncia(context: ContextTypes.DEFAULT_TYPE): ---

182

183 » async def cancelar(update: Update, : ContextTypes.DEFAULT TYPE) -> int: -

Figure 16 — State functions
Source: Authors, 2025.

Core Configuration

Finally, the main function was implemented, representing the main flow of the system, being responsible
for starting the bot on Telegram by providing the connection token and managing the conversation flow. This
function dictates the interaction states and associates each step of the conversation with its processing functions,
in addition to making the bot always active and receptive to any new message after the end of a service. The
function is illustrated in figure 17.

101 def main():

192 app = ApplicationBuilder().token("8@36755277: AAGsKcryblbYcu-4xYLpF2C6B3Cpickitave™).build()
193

194 conv_handler = ConversationHandler(

195 entry_points=[

196 CommandHandler("start”, start),

197 MessageHandler(filters.TEXT & ~filters.COMMAND, start) # Inicia com qualquer texto
108 1,

199 states={

200 CRIME: [MessageHandler(filters.TEXT & ~filters.COMMAND, crime)],

201 EM_ANDAMENTO: [MessageHandler(filters.TEXT & ~filters.COMMAND, em_andamento)}],
202 CONTINUAR: [MessageHandler(filters.TEXT & ~filters.COMMAND, continuar)],

203 MUNICIPIO: [MessageHandler(filters.TEXT & ~filters.COMMAND, municipio)],

204 BAIRRO: [MessageHandler(filters.TEXT & ~filters.COMMAND, bairro)],

205 RUA: [MessageHandler(filters.TEXT & ~filters.COMMAND, rua)],

206 NUMERD: [MessageHandler(filters.TEXT & ~filters.COMMAND, numerc)],

287 PONTO_REFERENCIA: [MessageHandler(filters.TEXT & ~filters.COMMAND, ponto_referencia)],
288 SEXO: [MessageHandler(filters.TEXT & ~filters.COMMAND, sexo)],

209 NOME_APELIDO: [MessageHandler({filters.TEXT & ~filters.COMMAND, nome_apelido)}],
218 COR_PELE: [MessageHandler(filters.TEXT & ~filters.COMMAND, cor_pele)],

211 COR_CABELO: [MessageHandler(filters.TEXT & ~filters.COMMAND, cor_cabelo)],

212 MARCAS: [MessageHandler(filters.TEXT & ~filters.COMMAND, marcas)],

213 OUTRO_EMVOLVIDO: [MessageHandler(filters.TEXT & ~filters.COMMAND, outro_envolvido)],
214 DESCRICAQ: [MessageHandler(filters.TEXT & ~filters.COMMAND, descricao)],

215 ¥,

216 fallbacks=[CommandHandler("cancelar”, cancelar)],

217 )

218

219 app.add_handler(conv_handler)

220

221 app.add_handler(MessageHandler(filters . TEXT & ~filters.COMMAND, start))

222

223 app.run_polling()

224

225 if __name__ == "__main__":

226 main()

227

Figure 17 — Main Configuration
Source: Authors, 2025.
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IV. Results

The prototype of GuardiAM developed served its main purpose by being able to record users' criminal
complaints automatically in a Google Sheets spreadsheet through an instant messaging application. Tests were
carried out in a simulated environment and with 10 real users, which showed the chatbot's operation with stability,
without failures during user interactions or storage of the complaint in the spreadsheet. The backend integration
with the Telegram APIs and Google Drive and Google Sheets services proved to be stable, with an average
response time of less than 2 seconds for each bot return. In addition, the information collected could be recorded
and viewed in real time in the spreadsheet, confirming the instant communication between the platforms. In the
following subsection, a complete simulation of service using GuardiAM on Telegram is presented, which involves
a user starting the conversation with a greeting and going through the entire bot flow until the end of the service.

SIMULATION

This simulation is illustrated with a sequence of figures that demonstrate the operation of the chatbot,
starting with the user's input message and the greeting responses and list of crimes from GuardiAM, as shown in
figure 18.

.

GuardiAM
bot Q

013 5198

~ 0l3, eu sou o GuardiAM, o assistente virtual da Secretaria de
Seguranga Publica do Estado do Amazonas.

0 sigilo e anonimato da nossa conversa e de sua identidade sdo
| garantidos.

Sobre o que vocé deseja fazer uma denuncia?
(Digite o numero correspondente ao crime)

1. Tréfico de Drogas

2. Roubos/Furtos

3. Agressao a Mulher

4. Agressdo a Crian¢a/Adolescente
5. Agressao aos ldosos

6. Maus tratos aos Animais

7. Crimes Ambientais

8. Outros

@ Message

Figure 18 — Beginning of care
Source: Authors, 2025.

Continuing the flow, the user sent the digit 1, corresponding to the crime of Drug Trafficking. After that,
GuardiAM questioned whether the crime was in progress. In the simulation, the fact was confirmed as in progress,
which led the bot to recommend contacting 190 and offering to continue the complaint or close. The continuation
was confirmed, as shown in figure 19.

DOI: 10.9790/487X-2706070723 www.iosrjournals.org Page | 19



Chatbot For Optimization In The Registration Of Complaints In Public Security

GuardiAM .
<@ a
0O crime estd em andamento? (Sim/N&o) 5,59

SiM 2199,

Para crimes em andamento, recomendo entrar em contato com o
190 para atendimento imediato.

Deseja prosseguir com a dentncia?

siM 21997

Figure 19 — Continuation of the crime
Source: Authors, 2025.

Subsequently, GuardiAM continued the flow by collecting information about the location of where the
crime occurred, as shown in figure 20.

GuardiAM =
2 . - Q i
Deseja prosseguir com a denuncia?
SiM 9190,
manaus 5q.90. 7

centro 5130,

Informe o MUNICIPIO onde ocorreu o crime: 5,59
Informe o BAIRRO: 5.5, @

Informe a RUA: 5, .44

r. simdo bolivar 5137

Informe 0 NUMERO: 5.4,

10101 51312

Informe o PONTO DE REFERENCIA: 21:31

sem referéncia 5135

Figure 20 — Location Information Collection
Source: Authors, 2025.

Continuing to collect information, GuardiAM asked questions about the accused and whether there was
another involved in the crime. If so, the same questions to collect information from the accused would be asked.
In the simulation, it was decided to continue with only one, as shown in figure 21.
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Sem rererencia 145y

Informe o SEXO do envolvido: 5,45

masculino 5745,
Informe o NOME ou APELIDO do envolvido: 5.3,
desconhecido 5195,

Informe a COR DA PELE do envolvido: 5.4,

pardo 5135

Informe a COR DO CABELO do envolvido: ;.55

preto 51301

Informe as MARCAS (TATUAGENS, CICATRIZES) do envolvido:
21:32

sem marcas 5132,

Ha outro envolvido? (Sim/N3o) ;142

N3o 9137

Figure 21 — Collection of information from the accused
Source: Authors, 2025

Concluding the collection of location information and the characteristics of the person involved,
GuardiAM finally requested a description of what happened. After the user sent the description about the
complaint, the bot ended the service, as shown in figure 22.

g vuuv Tnivuiviuw: (JniiyiNnawvjy 21:32

Nao 71321
o criminoso estava vendendo drogas 543

Descreva brevemente o que aconteceu: ;;.3;

Obrigado pela denduncia. Suas informagdes foram registradas
COm Sucesso. 2133

© Message

Figure 22 — Completion of the service
Source: Authors, 2025.

To conclude, all information was sent to the Complaints spreadsheet in Google Sheets immediately, as evidenced
in figures 23.

Denuncias # m & 0 B - 2. Compartilhar ~
Arquivo Editar Ver Inserir Formatar Dados Ferramentas Extensdes Ajuda
Q 6 2 & F 9% -~ | RS % 0o 09 123\Padré...v\—+|a I & A% H 2- =~ LA~
£15 - &
A ‘ B ‘ c | D | E ‘ F | G ‘ H | I
1 D DATA CRIME MUNICIPIO BAIRRO RUA NUMERO ~ PONTO DE REFERENCIA  SEXO DO ENVOLVIDO NOME
2 DENODO1  07/05/2025 21:33 Tréfico de Drogas MANAUS CENTRO R. SIMAC BOLIVAR 10101 SEM REFERENCIA MASCULINO DESC!

@

-

w

@

-

@

Figure 23 — Registered complaint
Source: Authors, 2025.
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These results indicate that the GuardiAM prototype is ready for future phases of enhancement or actual
implementation in the context of public safety.

OBSERVATIONS

From the simulation and with tests carried out with 10 users, everyone observed that the prototype
efficiently met these 3 essential positive points for the user experience:

e accessibility, as the interactions were simple and direct;

e automation, as all the information collected was entirely made from the bot, without the need for human
intervention;

e privacy, as it did not require any collection of the user's personal data.

In addition, they added that for future improvements, GuardiAM could offer features so that the user can
send images, videos or audios to enrich information about the complaint, enhance the processing of the flow
through the implementation of Natural Language Processing (NLP), replace the storage of complaints in a
spreadsheet for a more secure and robust database, and allow the user to receive a protocol to consult the progress
of the complaint.

V. Conclusion

The development of the GuardiAM prototype demonstrated the feasibility and efficiency of a chatbot for
automated registration of criminal reports through an instant messaging interface, integrating Telegram APIs and
Google Sheets services. The results obtained show that the system operates in a stable way, with adequate response
time and structured collection of information, enabling the immediate registration of complaints in a safe and
accessible environment.

The simulation of the service and the tests carried out with real users confirmed that GuardiAM has
fundamental characteristics for user acceptance, such as accessibility, simplicity in interaction, complete
automation of the process and respect for privacy, as it does not require personal data from whistleblowers. These
aspects are essential to encourage the use of the tool in real contexts, contributing to the expansion of access to
reporting and, consequently, to public safety.

However, this work also identified opportunities for future improvements, such as the implementation of
multimedia resources for sending images, videos and audios, the adoption of advanced Natural Language
Processing techniques for more natural and efficient communication, and the migration of the storage of
complaints to more robust and secure databases. In addition, the functionality of issuing protocols for monitoring
complaints can increase transparency and user confidence in the system. Therefore, GuardiAM is a promising
basis for the development of technological solutions aimed at public safety, and can be expanded and adapted
according to demands and technological advances. The present study contributes to the discussion on the use of
chatbots and the integration of digital services in support of citizenship, highlighting the importance of automation
and accessibility in the modernization of communication channels between the population and the authorities.
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